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OIIPEJAEJIEHUSA

B HacTosmemM T0KyMEHTE MCIOJIB3YIOTCS CIECAYIOINE TEPMHUHBI U UX OIpe-
JEIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOSIIAs U3 NEPCOHAIA U
KOMIIJIEKCA CPEACTB aBTOMATU3AIMM €ro JAEATEIbHOCTH, pealn3yomas HuHpopma-
IUOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS! YCTAHOBJIEHHBIX (QYHKIUI.

AyTeHTH(PUKALMSA OTHPABUTE/ISA JaHHBIX — ITIOATBEPKIECHUE TOTO, YTO OT-
IIPaBUTENb MOJYYECHHBIX TAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAaHHBIX — COCTOSIHUE 3aIlUIIEHHOCTH IIep-
COHAJIBHBIX JIaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO MOJIb30BATENEH, TEXHUYE-
CKUX CpPEICTB U HH(POPMAIMOHHBIX TEXHOJOIMH 00ecnednuTh KOH(HIECHIUAIb-
HOCTb, IIEJIOCTHOCTh U JOCTYIHOCTh MEPCOHANBHBIX JAaHHBIX IMPH UX 00pabOTKE B
MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX.

BiioknpoBaHNe NEePCOHANBHBIX JAHHBIX — BpEMEHHOE MpeKpalieHue coo-
pa, CHCTeMaTU3aluy, HaKOIUICHHs, UCIIOJIb30BAHUS, PACIIPOCTPAHEHUSI TIEPCOHATIb-
HBIX JAHHBIX, B TOM YHCJIE UX IIepeaayHu.

Bupyc (KOMNbHOTEPHBbIH, IPOrPAMMHBIN) — HUCIIOJHIEMBIN POrPAMMHBIN
KOJl WJIM MHTEPIPETUPYEMbId HAOOp MHCTPYKUMM, 00NaJalomuidi CBOMCTBAMU He-
CaHKLIMOHUPOBAHHOI'O PAaCIpOCTpaHEHUs U camoBocrpousBeneHus. Co31aHHbIE
NyOnMKaThl KOMIIBIOTEPHOTO BUpYyCa HE BCETa COBINANAIOT C OPUTHMHAIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K JIalbHEUIIEMY paclHpOCTPAHEHHIO U CaMOBOCIPOU3BEIe-
HUIO.

BpenonocHas nporpamma — nporpaMmma, NpeHa3HauYeHHas JJIsl OCYILECTB-
JIEHUS] HECAHKLIMOHMPOBAHHOI'O JIOCTYIA W (WMJIM) BO3JEWUCTBHSI HA NMEPCOHAJbHBIC
JAHHBIE WM peCypChl HHPOPMALIMOHHOW CUCTEMBI TEPCOHATIBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPeACTBA M CHCTEMBbI — TEXHUYECKHUE
CpEICTBa U CUCTEMbI, HE MpeaHa3HauYEHHbIE Ul Tepenadn, 0OpabOTKH U XpaHEHUS
MEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMbBIE COBMECTHO C TEXHUYECKUMH CPENCT-

BaMU U CUCTCMAMMU, IMPCIHAZHAYCHHBIMU JIA 06pa6OTKI/I IICPCOHAJIBHBIX JAaHHBIX



WIM B TOMEIIEHHUSAX, B KOTOPBHIX YCTAHOBJIEHbI MH(MOPMAIMOHHBIE CHCTEMBI TEpPCO-
HaJbHBIX JAHHBIX.

JlocTyn B ONepauMOHHYIO Cpeay KoMIbloTepa (MH(OPMALMOHHOW CH-
CTeMBbI NMEePCOHATBHBIX JAHHBIX) — TOyYEeHHE BOSMOKHOCTH 3aITyCKa Ha BBIIOJTHE-
HHE IITATHBIX KOMaH/, (YHKLHMA, TPOLETYp OMEpallMOHHONW CHUCTEMBbI (YHUYTOKEHHUS,
KOMUPOBAHUS, IEPEMELICHHUS U T.11.), UCTIONHIEMBIX (DaiiJIOB PUKIAHBIX POTPAMM.

JocTtyn K uH(popManmu — BO3MOXKHOCTh MOJy4eHHUs] MH(OpMAIUK U ee HC-
M10JIb30BAHUSI.

3ak/iaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMALMHU, CKPBHITHO
BHEJIPSEMbIN (3aKJIa/IbIBAEMbIN WM BHOCHUMBI) B MECTa BOBMOYKHOTO CheMa MH(OopMa-
MU (B TOM YHCJIE B OTPAXIECHUE, KOHCTPYKLIMIO, 000pYIOBaHUE, IPEAMETH HHTEPHEPA,
TPaHCIIOPTHBIE CPEJICTBA, A TAKKE B TEXHUUYECKHE CPEACTBA U CUCTEMBI 0OpaOOTKHU UH-
dbopmanun).

3amumaemass nHgopManus — UHPOpMaIYs, SBISIOIIAACS TIPEIMETOM CO0-
CTBEHHOCTH U TMOAJIEXKAIIas 3alllUTe B COOTBETCTBUH C TPEOOBAHUAMH IPABOBBIX JIOKY-
MEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABINBAEMbIMU COOCTBEHHUKOM MH(OpMALIUH.

NnenTudukanus — MpucBOeHHE CYOBEKTaM M OOBEKTaM JOCTyNa WICHTU-
(dukaropa v (1K) CpaBHEHHE MPEABIBISIEMOrO UICHTU(PUKATOpA C NEPEYHEM IPHCBO-
EHHBIX UACHTU(PUKATOPOB.

HNudopMaTUBHBIA CUTHAJ — DIIEKTPUUYECKUE CUTHAJIBI, aKyYCTHUYECKHUE, DJICK-
TPOMarHUTHBIE U Jpyrue (GU3MUECKUE MO, 10 MapamMeTpaM KOTOPhIX MOXET ObITh pac-
KpbITa KOHpUICHIMaTbHas uHbopMaIws (epCOHATbHBIE JaHHbIe) oOpabaThiBacMas B
MH()OPMAITMOHHOM CUCTEME NIEPCOHAITBHBIX JaHHBIX.

Nudopmanuonnas cucremMa mnepcoHadbHbIX AaHHbIX (UCIIAH) — uH-
(dbopMalmoHHas CUCTeMa, MPEACTABIAONMAs cOO0NH COBOKYMHOCTh MEPCOHAIBHBIX
JAHHBIX, COJIEpPKAIIUXCS B 0a3€ NaHHBIX, a TaKKe MHPOPMAILIMOHHBIX TEXHOJIOTUN
U TEXHUYECKUX CPEJICTB, MO3BOJISIONIMX OCYHIECTBIIATh 00pabOTKYy TaKUX IMEpCo-
HAJIBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEACTB aBTOMAaTH3allMU UM 0€3 HCTOIb30-

BaHMA TaKHUX CPCACTB, UCII0JIb3yCMas B O6paBOBaTeJ'IBHOM YUPCIKIACHUH.



NndopmanuoHHble TEXHOJOIMH — TPOLIECCHl, METO/IbI MOKCKA, cOOpa, Xpa-
HeHMs, 00paOOTKH, TPEAOCTABICHUs, PACIIPOCTPaHEHHsT UH(OPMALIUK U CIIOCOOBI OCY-
HIECTBJICHUS TaKUX MPOILECCOB U METOJIOB.

Hcnonb30BaHue MEPCOHANBHBIX JAHHBIX — JICHCTBUS (ONEpanuu) c mnep-
COHAJILHBIMU JIaHHBIMH, COBEPIIAEMBIE OMEPATOPOM B ILIEJISIX MPUHSATUS PEIICHUIN
WIN COBEPILECHUS] UHBIX JEUCTBHM, MOPOXKIAIOMIMX OPUINYECKUE TTOCIEICTBUS B
OTHOIIIEHUH CYOBEKTa MEPCOHAIBHBIX JTAHHBIX WA JPYTUX JIKIl JU00 UHBIM 00pa-
30M 3aTparvBalolIUX MpaBa U CBOOOJBI CyOBEKTa MEPCOHAIBHBIX JAHHBIX WIU
JIPYTUX JIUIL.

HcTounnk yrpo3nl 6e3o0nmacHocT MHGOpMAUM — CYOBEKT J0CTYIa, Mare-
pUATBHBIN OOBEKT WM (PU3UUECKOE SIBJICHUE, SIBJISIOIIMECS] PUYMHON BO3HUKHOBEHMSI
yrpo3bl 0€30MaACHOCTU UH(OPMALUH.

Kontpoaupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 3/IAHUE, YaCTh 3/IaHMS,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOe NpeObIBaHUE MOCTOPOHHUX
JIMLI, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaT€pUATIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NMEPCOHAJBHBIX JAHHBIX — 00s3aTeNbHOE YISl CO-
OJTFOJIEHHS OTIEPATOPOM MJIM MHBIM MOYYUBLIMM JOCTYIT K MEPCOHATIBHBIM JaHHBIM JIU-
1IOM TpeOOBaHWE HE JOMYyCKaTh MX PAaCHpOCTpaHEHHs O€3 coryiacus CyObeKTa IMepco-
HAJTbHBIX JIAHHBIX WM HAJIMYMS THOTO 3aKOHHOTO OCHOBAHMSI.

MexceTeBOM IKpPaH — JOKATLHOE (OJJHOKOMITIOHEHTHOE) WM (PYHKITMOHATIHLHO-
pacrpeeneHHoe MPorpaMMHOE (IIPOrpaMMHO-AMIapaTHOE) CPEeCTBO (KOMILIEKC), pea-
JIM3YIOIIee KOHTPOJIb 3a MH(pOpPMALUE, MOCTYNaloIe B MHPOPMAIIMOHHYIO CUCTEMY
MIEPCOHATBHBIX JJAHHBIX U (WJIM) BBIXOASIICH 13 UH(OPMAIIMOHHONW CUCTEMBI.

Hapymuresib 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX — (PU3MYECKOE JIUIIO,
CIy4aifHO WJTM MPEIHAMEPEHHO COBEpIIAIOIIEE EUCTBHS, CIIEICTBUEM KOTOPBIX SIBISETCS
HapyIlIeHHe Oe30MacHOCTH TEPCOHATBHBIX JAHHBIX MPH MX OOpabOTKE TEXHUUYECKUMHU
cpencTBamMu B MH(OPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

HeaBromaTnznpoBanHasi 00pa00TKa NepPCOHAJBHBIX JAAHHBIX — 00pa-
00TKa MEePCOHANILHBIX JAaHHBIX, COACPKAIUXCSI B MH(POPMAITMOHHOW CUCTEME TIeP-
COHAJIBHBIX JAHHBIX JTUOO U3BJIECYEHHBIX U3 TAKOW CUCTEMBI, CYUTAETCS OCYIIECTB-
JIEHHOW 0€3 MCMOJb30BaHMS CPEACTB aBTOMATU3alMU (HEAaBTOMATHU3UPOBAHHON),
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€CJIM TaKue ACHCTBUS C MEPCOHAIbHBIMU JAHHBIMH, KaK MCIOJIb30BAHUE, YTOUHE-
HUE, pacpOCTPAHECHUE, YHUUTOKEHHUE NIEPCOHATBHBIX JAHHBIX B OTHOIIEHUU KaX-
JIOTO U3 CYOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIAIOTCS IMPU HENOCpe-
CTBEHHOM YYaCTHUH YETIOBEKaA.

HenekjsapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBHBIE BO3MOXKHOCTH
CPEJICTB BBIUMCIIUTEIILHOW TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOLIME OIUCAH-
HbIM B JOKYMEHTAIIUW, TIPU KCHOJIb30BAaHUU KOTOPBIX BO3MOXKHO HapyllleHHe KOH(U-
JCHIMATIBHOCTH, TOCTYITHOCTH WJIM LIEJIOCTHOCTH 00padaThiBaeMoii HH(DOpMAIUH.

HecaHKUMOHUPOBAHHBIN 10CTYNl (HECAHKUMOHUPOBAHHbIC eiiCTBUS) —
JOCTYN K MH(OpMaIMK WM JEHCTBUSL ¢ UHGOpPMALIMEH, HAapyIIAIoLe MpaBuWia pas-
IPaHUYEHHUSI JIOCTYNA C KCIIOJBb30BAHUEM IITATHBIX CPENICTB, MPEIOCTABISIEMBIX WH-
(dhopMallMOHHBIMUA CUCTEMaMU MEPCOHANIBHBIX TaHHBIX.

Hocurens nHdopmammm — Guzndeckoe U0 WM MaTepUaTbHBbIA OOBEKT, B
TOM 4mciie (pu3nueckoe mose, B KOTOPOM UH(pOpMAIIMsS HAXOJUT CBOE OTPKEHHE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUIA U MPOIIECCOB, KOIMYECTBEHHBIX
XapAKTEPUCTHUK (PU3MUECKUX BEIIMUHH.

O0e3nunBaHue NEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3yJIbTaTe KOTO-
pPBIX HEBO3MOXHO OIPEIASTUTh NPUHAIICKHOCTh MEPCOHANBHBIX JaHHBIX KOH-
KPETHOMY CYOBEKTY NMEePCOHAIBHBIX TAHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JICHCTBUS (OMEpalK) ¢ IePCOHATb-
HBIMH JaHHBIMHU, BKJTFOUYast COOp, CUCTEMATH3AaINIO0, HAKOIICHHE, XPAaHEHUE, YTOUHCHHUE
(0OHOBIIEHHE, I3MEHEHHE), UCTIOIB30BaHKE, PACIIPOCTPAHEHHE (B TOM YHCIIE TIepeaaqy),
o0e3MuuBaHue, OJJOKMPOBAHNUE, YHUUTOKEHUE MTEPCOHAIBHBIX JIAHHBIX.

OO0umenocTynHbie NMEPCOHANbHBbIE JAHHbIE — NIEPCOHAIBHBIE JTaHHbBIC, J0-
CTYN HEOTPAHUUYECHHOTO KpyTa JIUIl K KOTOPBIM MIPEAOCTABJICH C CoTJiacusi CyObeKTa
MIEPCOHANILHBIX JAHHBIX WM Ha KOTOPHIC B COOTBETCTBUU C (peepaTbHBIMHU 3aKO0-
HaMU HE PacpOCTpaHsieTcsl TpeboBaHUE COOIOICHUS KOH(PHUICHIIMATEHOCTH.

Oneparop (MepCOHANBbHBIX JAHHBIX) — TOCYJAPCTBEHHBIN OpraH, MyHHIIH-
NaTBHBINA OpraH, IOPUANYECKOe WM (PU3NYECKOoe JIMI0, OpraHu3ylomiee U (WIM) ocy-
HIECTBJISIIONIEE 0OPaOOTKY NMEPCOHATBHBIX TAHHBIX, & TAK)KE OINPEACIISIONIIE e U CO-
JeprkaHre 00pabOTKU MEPCOHATBHBIX JaHHBIX.
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IlepexBar (MH(popManUM) — HEMPABOMEPHOE MOJyYEHHE HHPOpPMALUU C
WCITOJIb30BAHUEM TEXHHUYECKOTO CPEACTBA, OCYIIECTBISIONICTO OOHApYKEHUE,
npueM 1 06paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconasibHble NaHHBbIE — Jt00as WH(POpPMAIUS, OTHOCSAIIASACS K OIpee-
JICHHOMY WJIH ONpPEIeIsieMOMY Ha OCHOBAaHUHM TakoW HWHQpOpMAIUU (GU3HIECKOMY
iy (CyOBeKTy MEPCOHANBHBIX JIAHHBIX), B TOM 4YHCie ero (Gamuiius, umsi, oTde-
CTBO, T'OJI, MECHII, JlaTa U MECTO POXKACHUS, aJpec, CEMEHHOE, COIMaIbHOEe, UMY-
HIECTBEHHOE TOJIOKEHUE, oOpa3oBaHue, npodeccus, M0XOMIbl, Apyras HUHPpopMa-
ITHS.

Ilo6o4HbBIe 3JIEKTPOMATHUTHBIE M3JIyYeHUS U HABOIAKM — DJIEKTpOMAr-
HUTHBIC U3JTyYEHUS TEXHUUECKHUX CPEJICTB 00pabOTKU 3aluiiaeMon nHhopMaIi,
BO3HHUKAIOIIUE KaK TOOOYHOE SIBJICHUE U BHI3BAHHBIC DJICKTPUUCCKUMU CUTHAJIAMH,
JEUCTBYIOIIMMH B UX DJIEKTPUYECKUX W MArHUTHBIX LEMAX, & TAKXKE DJIEKTpoMar-
HUTHBIE HABOJKH 3TUX CUTHAJIOB HA TOKOMPOBOSAIINE JTUHUU, KOHCTPYKIUU U 1IE-
MY TIUTAHMUSL.

IHonuTHKa «YUCTOTO CTOJIA» — KOMIUJIEKC OPraHU3AlMOHHBIX MEPOIpPHSI-
THUM, KOHTPOJUPYIOIIUX OTCYTCTBHUE 3aMHUCHIBAHUS HAa OyMaKHbIE HOCUTEIU KO-
yell 1 aTpulyToB f0cTyma (mapojei) U XpaHeHUs! uX BOJIM3H 0OBEKTOB AOCTYyIA.

[Hoab30BaTessb MHGOPMALUOHHONM CHCTEMbI MEPCOHAJIBHBIX JTAHHbBIX —
JIUI0, Y4YacTBYyIoIlee B (DYHKIIMOHUPOBAHUU HH(GOPMAIMOHHON CHCTEMBI IEPCO-
HAJIBHBIX TAHHBIX WU UCIOJIb3YIOIIEe Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHu4eHus J0CTYNAa — COBOKYITHOCTh MPaBUJI, PErJiaMeHTH-
PYIOIIUX TIpaBa JI0CTyNa CyObEKTOB JOCTYyNa K 00bEKTaM JI0CTYIIA.

IIporpamMmMHas 3akJiajika — KOJI IPOTrpaMMBbl, PETHAMEPEHHO BHECEHHBIN B
porpaMMy C IIeJIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATh, YHUYTOXKHUTh
WHOOPMAITUIO WM YHUYTOXHUTh U MOJIU(DUIIMPOBATH MPOTPaMMHOE OOeCIeueHUe
WH()OPMAITMOHHONW CHCTEMBI TIEPCOHATBHBIX JaHHBIX U (MJIM) OJIOKUPOBATH ara-
paTHbIE Cpe/CTBA.

IIporpamMHoe (MporpaMMHO-MaTeMaTHYeCKOe) BO3/eiCTBUE — HECAHK-
MOHUPOBAHHOE BO3JIEHCTBUE HA PECYpPChl aBTOMATU3UPOBAHHON MH(POpPMAIIMOH-
HOM CHUCTEMBI, OCYLIECTBIISIEMOE C UCIIOIb30BAHUEM BPEAOHOCHBIX MPOIPAMM.
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PackpbiTHe NEpPCOHAIBHBIX [JaHHBIX — YMBIIUIEHHOE WJIM CIIy4alHOE
HapylieHne KOHOHUICHIINATFHOCTH MEPCOHATBHBIX JAHHBIX.

PacnpocTrpaHeHue mepcoOHAJBHBIX JAHHBIX — JICHCTBUSA, HAIPaBJICHHBIC
Ha Tepeayy NEePCOHAIBHBIX JAHHBIX OMPENCICHHOMY KpYry Jidil (meperada mnep-
COHAJIbHBIX JAHHBIX) WM HA O3HAKOMJICHUE C TIEPCOHAIBHBIMU JAHHBIMU HEOTpa-
HUYEHHOTO Kpyra JIMI, B TOM 4Hclie OOHApOJOBAHHE MEPCOHAIBHBIX JAHHBIX B
CpencTBax  MaccoBod  wH(pOpManuu, pasMmemeHne B HWHOOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIHM MPEAOCTABICHUE JOCTYIA K MEPCOHAIbHBIM
JTAHHBIM KaKUM-JIHOO0 MHBIM CTIOCOOOM.

Pecypc nndopmanuoHHoi cHUCTEMbI — IMECHOBAHHBIA 3JIEMEHT CHUCTEMHO-
ro, IPUKJIAAHOTO WM amnmnaparHoro obecnedeHus: (GyHKIIMOHUPOBAaHUS UHPOpMa-
IUOHHOM CHCTEMBI.

CpencrBa BbIYMCIUTEIbHOM TEXHMKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CUCTEM 00PaOOTKU IaHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH CaMO-
CTOSITEJILHO WJIM B COCTaBE€ JIPYTUX CHUCTEM.

Cyo0obekT aocryna (cy0beKT)— JIMIIO WM MPOILIECC, IEHCTBUS KOTOPOTO per-
JAMEHTHUPYIOTCS TTPaBUJIaMH pa3rpaHUYEeHUs JOCTYTIA.

Texnnueckue cpeacrsa MHPOPMANUOHHON CHCTEMbI NEPCOHAJbHBIX
JAHHBIX — CPEJCTBA BBIYMCIUTEILHON TEXHUKH, WH()OPMAIMOHHO-BBIYHCIUTEILHBIE
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tiepeiauu, ipuema u oopadotku [1/1H (cpenctra
Y CUCTEMBI 3BYKO3aINCH, 3ByKOYCHJIEHHS], 3BYKOBOCIIPOM3BEICHHS, IEPETOBOPHBIC U Te-
JICBU3MOHHBIE YCTPOMCTBA, CPEJICTBA M3TOTOBJICHUS, TUPAKUPOBAHMS JIOKYMEHTOB W
Jpyrre TEXHUYECKUE Cpe/icTBa 00pabOTKK peueBoM, rpadudeckoi, BUIeo- U OYKBEHHO-
1dpoBoit HHpOPMAITUH), TIPOTPAMMHBIE CPEICTBA (OMEPAITMOHHBIC CUCTEMbI, CHCTEMBI
yIpaBJieHus: 0a3aMu JTaHHBIX U T.I1.), CPEACTBA 3alIUThI MH(POPMAIH, PUMEHSIEMbIC B
UH(POPMAITIOHHBIX CUCTEMAX.

TexHu4eckuil KaHa YTeYKH MH(OPMaLUM — COBOKYITHOCTb HOCHUTEIIS WUH-
dbopmanu  (cpeactBa 00pabOTKU), (DU3MUECKOW Cpedbl pacnpocTpaHeHus: HH)Op-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMHE JOOBIBACTCS 3allMIiaeMast THPOpMaIusi.

TpancrpannyHas mepegaya NepCcoOHAJbHBIX JAHHBIX — IIepeaya Mnepco-
HaJIbHBIX JAHHBIX omnepatopoM uepe3 ['ocynapcTBeHHyro rpanuny Poccuiickoi
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denepanvy opraHy BJIACTH MHOCTPAHHOTO rOCY/apcTBa, (PU3MUECKOMY WIIU HOpHU-
JAYECKOMY JIMIY HTHOCTPAHHOI'O TOCY1apCTBa.

Yrpo3bl 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH U
(haKTOpOB, CO3MAOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCIIE CITy4aiHOTO,
JIOCTYTIA K TIEPCOHATIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOIO MOYKET CTaTh YHUUTOKEHUE,
M3MEHEHHUE, OJIOKMPOBAHUE, KOMMPOBAHUE, PACTIPOCTPAHEHUE TEPCOHAITBHBIX JaHHbIX, &
TAaK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JACHCTBUI MpH nX 00paboTKe B MH(POPMAIIMOHHOM
CHCTEME MEPCOHATIBHBIX JJAHHBIX.

YHHUYTOXEHHE MEePCOHATBHBIX JAHHBIX — JICUCTBUS, B PE3YJIBTATE KOTOPHIX
HEBO3MOXKHO BOCCTAHOBHUTBH COJICP’KAHUE MEPCOHATBHBIX JAHHBIX B MH(GOPMAIMOHHOMN
CUCTEME NIEPCOHAIBHBIX JAHHBIX WM B PE3YJIbTATE KOTOPBIX YHUUTOXKAIOTCS MaTEepU-
aJbHbIC HOCUTENM MEPCOHANBHBIX JAHHBIX.

VYr1euka (3amumaemMoi) HHGoOpMAIUM MO TEXHUYECKHUM KaHaJIaM — He-
KOHTPOJIMPYEMOE paclpocTpaHeHne MHMOPMAIMK OT HOCUTENS 3allUIaeMoi HH(Op-
Maly 4epe3 (PU3ndIecKyro cpey J0 TEXHHUYECKOTO CPEICTBA, OCYILIECTRISIIOIIETO TIepe-
XBaT uHMOpMaIUu.

Ys3BUMOCTB — CJ1a00CTh B CPEICTBAX 3AIUTHI, KOTOPYIO MOKHO MCHOJIb30BaTh
JUTs1 HApYILIEHUS CUCTEMBI WU COZIep Kallieiics B Hell HH(pOpMaIiH.

HesocTHoCTh HHpOPMALIMU — CITOCOOHOCTh CPEJICTBA BBHIYMCIIMTEIIHBHON TEX-
HUKHU WM aBTOMATU3UPOBAHHON CUCTEMBbI 00ECTIeUBaTh HEM3MEHHOCTh MH(OpMAIK B

YCIIOBHSX CITy4aitHOTO W/WJIM MPEAHAMEPEHHOTO HCKKEHUS (Pa3pyILCHHS ).
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpYCHBIE CPE/ICTBA

AC — aBTOMaTHU3UpOBaHHAs CHCTEMA

APM — aBTOMaTH3UpOBaHHOE PAdOYEE MECTO

BTCC — BcnomorarenbHble TEXHUUECKHUE CPEACTBA U CUCTEMBI
NCII 1 — nadopMariioHHast cucTeMa MepCoOHANTBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokasnpHasi BEIYUCIUTEIIbHAS CETh

MD — mexceTeBoi IKpaH

HC/I — HecaHKIIMOHUPOBAaHHBIN IOCTYTI

OC — onepalioHHAas CUCTEMa

OV — oOpazoBarenbHOE yUpeKICHUE.

[1/IH — mepcoHabHBIE JAHHBIE

[IMB — nporpamMmmMHO-MaTeMaTUYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHue

[IBDMUH — nobouHbIe 37IEKTPOMArHUTHBIEC U3Ty9IECHHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpencTsa 3auThl HHPOPMALIMH

C3I1/In — cuctema (mojcucTemMa) 3airThl IEPCOHATBHBIX IAHHBIX
COB — cucrema 0OHapyKEHUSI BTOP>KCHUIM

TKYU — texaudeckne KaHabl yTeUKd HHDOPMAITIH

TC — TexHnueckue cpeacTna

VYBII/IH — yrpo3bl 6€30MacCHOCTH MEPCOHAIBLHBIX JAHHBIX

AWDB — anmunucTpaTop MHGOPMAITMOHHOM O€30MACHOCTH
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BBEJAEHUE

Hacrosmas ~ Konmenmuss ~ mH(GOpPMaMOHHOM 0€30IacHOCTH NCII/H,
ucnojszyemass B MBOVY munee «Texuundeckuit» (manee - OY), saBaseTcss opuIm-
QTBHBIM JIOKYMEHTOM, B KOTOPOM OIIpEJIEICHa CUCTEMa B3TJISA0B Ha OOeCrieUeHHE
uHpopMalmoHHo# 6e3omnacHoctu OY.

Hacrosmas Konuenuusi onpenensier OCHOBHBIE LENH W 3aJa4d, a TaKXKe
OOIIYI0 CTPaTeruio MOCTPOCHMSI CHUCTEMBbI 3alUTHl MEPCOHATbHBIX MaHHBIX (C3
[111) OY. Konuenuus onpeaeisieT OCHOBHbIE TpeOOBaHMS U 0a30BbIE MOAXOABI K
UX pealu3alu JUisl JOCTHKEHUS TpeOyeMoro ypoBHsS 0€30macHOCTH HH(popMa-
I[UU.

Konuenmust pazpaborana B COOTBETCTBUU C CUCTEMHBIM MOJIX0JI0M K o0ec-
Ne4YeHu0 MHGOpManuMoHHOW Oe3onmacHOCTH. CHUCTEMHBIM MOJIXOJ MPEANOJaraet
MPOBEJCHUE KOMIUIEKCA MEPONPUSATUN, BKIIOYAIOMIUX HCCIEJOBAHUE YIpO3 HH-
dbopmariioHHON 6e30macHOCTH U pa3pabOTKy cucTembl 3amuThl [1J[H, ¢ mo3unuu
KOMIUIEKCHOTO MPUMEHEHUSI TEXHUYECKUX W OPraHU3allMOHHBIX MEP U CPEICTB
3aIIUTHI.

[Ton uHpopmanuonHoi 6e3onacHocThio [1/[H MoOHKMMaeTCsl 3alUIIEHHOCTh
MEePCOHATBHBIX JAaHHBIX U 00padaThIBaONIEH UX UHOPACTPYKTYPHI OT JIOOBIX CITY-
YalHBIX WY 3JIOHAMEPEHHBIX BO3JICUCTBUM, PE3YIBTATOM KOTOPBIX MOXKET SIBUTh-
csl HaHeceHue yuiepba camoit undopmaimu, ee BnaaenbiaMm (cyonrekram [1/[H) nmum
uHdpacTpykType. 3aaun nHOOpMAIIMOHHON 0€30MacHOCTUA CBOJSATCAS K MUHUMMU-
3amuu yiiepba oT BO3MOXKHOM peanusanuu yrpo3 6e3omacHoctu [1JIH, a Takxe K
MPOTHO3UPOBAHUIO U TIPENOTBPALLIECHUIO TAKUX BO3IECUCTBUU.

KoHnenmust ciy>kuT OCHOBOM 1Jisi pa3pabOTKH KOMIUIEKCAa OpraHU3allliOH-
HBIX U TEXHUYECKUX Mep Mo obecreueHnto nHpopmarmoHHoit 6ezonacuoctu OV,
a TaK’Ke HOPMATUBHBIX M METOJIMYECKUX TOKYMEHTOB, 00€CIICUMBAIOIINX €€ pea-
JN3aINI0, M HE TIPEAINOaraeT moaMeHbl (yHKIUA TOCyTapCTBEHHBIX OPTaHOB BJIa-
ctu Poccuiickoit ®denepanun, oTBEYAKOIMX 3a obecriedyeHue 0e30MacHOCTH HMH-
(opMaIMOHHBIX TEXHOJOTHH U 3aIUTy HHGOPMaIUK.

Konuenmus sBiasgeTcss METOI0JI0rNYECKO OCHOBOM JUIS:
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- (hopMHUpOBAHUS U MPOBEJAECHUS €IUHON MOJUTUKUA B 00JaCTH 0OecreueHUs
oe3onacuoctu 11/l 8 UCII[Ja OV,

- IPUHSTHS YIIPABIEHYECKUX PEIICHUN U pa3paOOTKU MPAKTUYECKUX MEp 10
BOIUIOIICHUIO MONUTUKKU Oe3zomacHocTH [IJIH M BBIpaOOTKM KOMILIEKCA COTJIaco-
BaHHBIX ME€pP HOPMAaTHBHO-IIPABOBOIO, TEXHOJOITMYECKOTO W OPraHU3alHUOHHO-
TEXHUYECKOT0 XapaKTepa, HAIPABJICHHBIX HA BBISBICHHUE, OTPAKEHUE WU JINKBH]IA-
L0 TIOCJIEICTBUM PEANIM3ALMY PA3IUYHBIX BUIOB yrpo3 11/1H;

- KOOpAMHAIMU JIEATEIBHOCTH CTPYKTYpPHBIX noapasnaeneHuid OY npu npo-
BeJleHnU paloT no pa3Butuio u 3kciuryarauun UCIIIH ¢ cobmonennem tpedoBa-
HUM obecnieueHns 6e3onacHoctH [1/1H;

- pa3pabOTKU NPEUIOKEHUM MO COBEPUICHCTBOBAHMIO IMPABOBOIO, HOpMa-
TUBHOI'0, METOANYECKOr0, TEXHUYECKOTO U OPTraHU3ALMOHHOI0 oOecrieueHus 0e3-
onacHoctu I1/In B UCIT[Jn OV.

Oo6nacTth npumeHeHUs: KoHLenuuu pacrnpocTpaHseTcs Ha BCe CTPYKTYpHBIE
noapazzaenenuss OV, 3KCIUTyaTUPYIOIIUE TEXHUYECKUE U MPOrpaMMHbBIE CPEJCTBA
NCTI[IH, B KOTOpBIX OCYIIECTBIIAECTCS aBTOMaTuU3MpoBaHHas oOpabortka [1/IH, a
TaK)K€ Ha MOJpa3fesIeHHs], OCYLIECTBISIOIINE COMPOBOXKICHNUE, OOCITYKUBAHUE U
oOecrieyeHne HopManbHOTO (pyHKIMOHUpoBaHus UCIT/IH.

[TpaBoBoii 6a3oit 11t pazpaboTku HacTosimen Konneniuu ciyxar TpedoBa-
HUS JEUCTBYIOIMX B POCCHMU 3aKOHOAATENbHBIX 1 HOPMATUBHBIX JTOKYMEHTOB IO

oOecrieueHnto 0€30MacCHOCTH NepcoHaIbHbIX JaHHBIX ([1/1H).
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1. O01mme MoJI0KEeHUA

Hacrosimas KoHuenuusi onpenensier OCHOBHBIE LIENM W 33Ja4M, a TAKKE
OOIIyI0 CTpaTerui0 IOCTPOCHUS CHUCTEMBI 3alllUThl TEPCOHANBHBIX JAaHHBIX
(C3I1du) OV, B coorBercTBHM ¢ Ilepeunem UCII/In OY. Konuenius onpenensier
OCHOBHBIE TpeOOBaHUS U 0a30BbIE MOAXOAbl K UX pEANHU3aLUU, ISl JOCTUKEHUS
TpeOyeMOoro ypoBHs 0€3011aCHOCTH HHGOPMAIIUH.

C3IIIn mpexncraBnser coOOW COBOKYMHOCTh OPTraHM3AallMOHHBIX W TEX-
HUYECKUX MEpONpUATUd 1yt 3amuThl [[JIH OT HempaBOMEpHOro WK CIy4alHOTO
JIOCTyTa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKUpOBaHMS, KOMUPOBAHMS, pac-
npoctpadenus [1/{H, a TakKe MHBIX HEPABOMEPHBIX AEHCTBUI C HUMH.

be3onacHOCTh EPCOHANBHBIX JAHHBIX JOCTUTAETCS MMyTEM UCKIIIOUEHUS He-
CaHKIIMOHUPOBAHHOT'0, B TOM YHUCJE CIy4ailHOr0, JOCTYIa K MEPCOHAIbHBIM JIaH-
HBIM, PE3yJbTaTOM KOTOPOTO MOXET CTaThb YHUUYTOKEHUE, U3MEHEHUE, OJIOKUpO-
BAaHHUE, KOMHUPOBAHKE, PACHPOCTPAHEHHE MEPCOHAIBHBIX JAaHHBIX, 4 TAK)KE HHBIX
HECAHKI[MOHUPOBAHHBIX JAEHCTBUU.

Crpykrypa, coctaB 1 ocHoBHbBIC pyHKIMH C3I1IH onpenenstoTess HCXoas 13
ximacca MCIIAn. C3IIJIH BkiIO4aeT OpraHu3allMOHHBIE MEPBI U TEXHUYECKHE
cpelcTBa 3auThl MHGOpMaKK (B TOM 4HUCie MHPpoBaibHbIE (KpunTorpaduye-
CKHE) CpEelCTBa, CPEACTBA NPEJOTBPALICHHMS] HECAaHKIMOHMPOBAHHOIO JOCTYIIA,
yTeYKd MH(OpPMALMM TT0 TEXHUYECKUM KaHallaM, TPOrPaMMHO-TEXHUYECKUX BO3-
JIEUCTBUN Ha TeXHUYECKue cpenctBa oopadotku [1/IH), a Takke HCHOIB3yeMbIe B
nH(OPMAITMOHHON cucTeMe HH(POPMAITMOHHBIE TEXHOJIOTHH.

OTH Mephl NPU3BaHbI 00ECIIEYUTh:

- KOHPUIEHIHAJIBHOCTH HHPOPMAINK (3AIIUTa OT HECAHKITMOHUPOBAHHO-
r0 O3HAKOMJICHHS);

- HeJIOCTHOCTh HH(pOpMaIuu (aKTyalbHOCTh M HEMPOTHBOPECYMBOCTH HWH-
dbopMmaruu, ee 3alMIIEHHOCTh OT Pa3pylICHUs U HECAaHKUMOHHUPOBAHHOTO H3Me-
HEHU);

- I0CTYNHOCTh MHpOpMauu (BO3MOXKHOCTh 32 MPUEMIIEMOE BpeMs MOJy-

YUTh TpeOyeMyr0 HH(POPMAIIMOHHYIO YCIIYTY).
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Cramguu co3ganus C3I1/IH BKIIO4AloOT:

- IPENPOCKTHAsT CTaJaus, BKIIOYAIONIAs MPEIIPOECKTHOE oO0cIe0BaHe
NCITIH, pa3pabOTKy TEXHUYECKOTO (HACTHOIO TEXHUYECKOT0) 3aJaHusl Ha €€ Co-
3/1aHUE;

- cTaausl IPOEKTHPOBaHus (pa3paboTku npoekToB) u peanusauuu MCII/H,
BKtovarotas pazpadborky C3I1/In B cocrae UCIIH;

- ctagus BBoja B Aericteue C3I1/IH, BKIroUaronias ONbITHYIO SKCIUTYaTalUIo
Y [IPUEMO-C/IATOYHbBIE UCTIBITAHUS CPEACTB 3aIUTHI HH(OPMALINH, a TAKKE OLEHKY
cootBercTBUs MCIT/IH TpeOGoBanusiM O0e30mMacHOCTH MH(OpMAIIH.

OpraHu3alMoHHBIE MEpHI IPENYCMATPUBAIOT CO3JaHHUE M IOAJEpKAHUE
npaBoBoi 0a3bl 0e3onacHocTu [1/IH 1 pa3paboTKy (BBeAeHUE B JCUCTBUE) MPEY-
cmoTpeHHbIX [lonmutukoit nudopmarmonnoit 6ezonacuoct UCIIIH crnexyrommx
OpraHU3alOHHO-PACIIOPSIIUTEIBHBIX JOKYMEHTOB:

- [Iman meponpusTuii no odecnedyennto 3amuThl [1/[H npu nx oOpaboTke B
NCIIH;

- [lopsnok pe3epBupoBaHMs U BOccTaHOBJIEHUs padotocrnocoOHoctu TC u
IT1O, 6a3 nannbex n C3U,

- Unctpykuus agmunuctparopa MCIIIx B yactu obecnieuenus: 6€30macHo-
ctu [1/11 npu ux o6padotke B UCII/H;

- Unctpykuus agmunuctparopa 6e3omacaoctu UCIIH;

- JlomxuocTHas uHCTpyKuus noJb3oBarenss UCII[IH B yactu obecnieueHust
oe3onacHoctu [1JIn npu ux oo6padotke B UCIIIH;

- HCTpyKIMs 1Moab30BaTeNs HAa Cydaldl BOSHUKHOBEHUS BHEIITAaTHOW CUTY-
anuu,

TexHUYeCKUe Mephl 3alUThl PEATU3YIOTCS MIPU TOMOIIH COOTBETCTBYIOIINUX
IPOrPAMMHO-TEXHUYECKUX CPEJCTB U METO/IOB 3aILUTHI.

[lepeyenb HEOOXOAMMBIX MeEp 3aUIUTHl UHGOPMALIMKM OMNPENEISETCs MO pe-

3yJibTaTaM BHyTpeHHel npoBepku 6ezonacHoctr MCIIIu OY.
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2. 3aa4u cucTEMBI 3aIMTHI MEePCOHANBHBIX JaHHBIX (C3I1/1H)

OcnoBno#t nenpto C3I1/IH sBiseTcss MUHUMU3ALUA yiiepoa OT BO3MOKHOM
peanuzauuu yrpo3 6ezonacHoctu [1/]H.

s mocTmkeHUs OCHOBHOM 1enu cuctema OesomacHoctu [1JIm MCII/Ix
ToJDKHA oOecrieunBaTh 3(Q(PEKTUBHOE PEIICHHUE CISAYIOMMNX 3a/1a4:

- 3alIUTy OT BMemaTenbcTBa B mponece ¢yHkuuonuposanuss UCIIAH mo-
CTOPOHHHX JIHI] (BO3MOXHOCTH Hcmojb30oBaHusd AC M JOCTYIl K €€ pecypcam
JIOJKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHBIEC YCTAHOBJIEHHBIM MOPSAIKOM IOJIb30-
BaTeJN);

- pa3rpaHUYeHuE I0CTyIa 3aPETrUCTPUPOBAHHBIX MOJIB30BAaTENCH K anmapar-
HBIM, TIPOrpaMMHBIM 1 MHGOpMaroHHbIM pecypcam UCIIJIH (BO3MOXXHOCTB J10-
CTyma TOJIbKO K TEM pecypcaM U BBIIIOJIHEHUS TOJIBKO TEX OINepaluii ¢ HUMH, KO-
TOpbIE HEOOXOIMMBI KOHKPETHBIM Mosb3oBateasiMm WCIIJH 115 BRIMOTHEHUST CBO-
UX CIY>KEOHBIX 00SI3aHHOCTE), TO €CTh 3alIUTy OT HECAHKIMOHHUPOBAHHOTO JO-
CTyna:

a) k uadopmaruu, mupkynupyromeit B UCIT/IH;

0) k cpenctBam BeruucauTenbHoM Texauku UCIT/H;

B) K allllapaTHbIM, TPOTPAMMHBIM U KPUIITOIPAPUUECKUM CPEICTBAM
3amuThl, ucnojbzyeMbiM B MCII/IH;

- peTUCTpalNIO JEHCTBUI TOJIb30BATENICH MPU HWCIOJIL30BAaHUU 3alllUIlae-
MbIX pecypcoB UCIT/IH B CUCTEMHBIX KypHAJIaX U NEPUOIUYECKUN KOHTPOJIb KOP-
PEKTHOCTH JEUCTBUN MOJIB30BATEIIEN CUCTEMBI IIyTEM aHAJIN3a COJIEPKUMOIO 3TUX
YKYpHAaJIOB,;

- KOHTPOJIb 1IEJTOCTHOCTHU (00ecreueHrne HEeM3MEHHOCTH) CPEJIbl UCTIOTHCHUS
MPOTpaMM U €€ BOCCTAHOBJICHUE B CJIydae HapyIICHUS;

- 3aIIUTY OT HECAHKIIMOHUPOBAHHOW MOIU(DUKAIIMN U KOHTPOJIb 1IETOCTHO-
ctu ucnoias3yembix B UCIIJIH nmporpaMMHBIX CPEACTB, @ TAKKE 3alUTY CUCTEMBbI
OT BHEJPEHUS HECAHKIIMOHUPOBAHHBIX MPOTPAMM;

- 3amuty [IJlH OT yTeuku Mo TEXHUYECKUMM KaHajlaM MpU ee 00paboTke,

XpaHCHHH U IIEpCaaydeC 110 KaHallaM CBA3H;
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- 3amuty [1JIH, Xpanumoii, oOpabaTbiBaeMOi M TepeaBaeMoi Mo KaHallaM
CBSI3M, OT HECAHKIIMOHUPOBAHHOT'O PA3TJIAIICHUS WA UCKAXKEHNS;

- o0ecreyeHue KUBYUYECTH KPUNTOTpadUUECKUX CPEJCTB 3alUThl UHPOP-
MAaIMH1 MMPA KOMIIPOMETAILIUH YaCTH KJIKOUEBOU CUCTEMBI;

- CBOCBPEMEHHOE BBISBICHUE MCTOYHHUKOB yrpo3 Oe3zomacHoctu I1/[H, mpu-
YUH U YCJIOBUH, CIOCOOCTBYIOIIUX HaHeceHHIo yuiepba cyowekram [1/IH, co3na-
HUE MEXaHu3Ma ONEPaTUBHOIO pearupoBaHUsl HA yrpo3bl Oe3zomacHoctu [IJIH u
HETaTUBHbBIEC TCHACHIUY;

- CO3/IaHUE YCJIOBUU ISl MUHUMHU3ALIUH U JJOKAJIIM3AIMU HAHOCUMOTO YIIEP-
0a HeMpaBOMEPHBIMU JICUCTBUAMH (PUBHUECKUX U IOPUIMUYECKUX JIUII, OCJIa0JIeHue
HEraTHUBHOTO BIIMSHUS W JUKBUAAIMS TOCJIEICTBUIA HapylieHUsT 0e30MacCHOCTH

IT/1H.

17



3. O0BEeKTHI 3aIINTHI

3.1. IlepeueHb MHGPOPMAIHOHHBIX CHCTEM

B OV npousBoautcs 0o0pabOTKa MEPCOHANBHBIX JAHHBIX C IOMOIIBIO HC-
nonb3yeMbix B OY UCII/IH.
[Tepeuens UCII/IH onpenensercs Ha ocHOBaHMM OTuera Mo pe3yJibTaram

BHYTpEHHEH npoBepkH (pa3padaTeiBaeTcsa HHANBUAYATbHO A1t OVY).

3.2. IlepeueHb 00bEKTOB 3aIIIMTHI

OObexTaMu 3anuThl sABsieTcs nHbopmarus, oopadateiBaemasi B UCIIIH, u
TEXHUYECKHE CPENICTBA €¢ 00pabOTKHU M 3amuThl. [lepcoHanbHbIe TaHHbBIE, TOIC-
JKaIue 3amuTe, omnpeaeiacHsl B [lepedune mepcoHaIbHBIX JAaHHBIX, IMOICHKAIIIX
3amute B UCII/H.

OOBEKTHI 3aIUTHI BKIIIOYAIOT CIICTYIOIINE KOMIIOHCHTHI:

1) O6pabaTbiBacMast HHGOPMAITHS.

2) TexHonoruueckas HHGOpPMALUS.

3) [IporpaMMHO-TEXHUYECKHE CPEICTBA OOPAOOTKH.

4) Cpencrsa 3ammtsl [1/1H.

5) Kanainsl nH()OpMAIMOHHOTO 00MEHa U TeJICKOMMYHHUKAIIHH.

6) OOBEKTHI U TIOMEIIEHUS, B KOTOPBIX pa3menieHbl kKommoHeHTsl MCTI/IH.
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4. Knaccupuxanus noab3oBaresed UCITIn

[Tomp3oBatenem UCII/IH sBisieTcs muio, ydyacTByromee B PyHKITMOHUPOBA-
HUU UH(GOPMAIIMOHHON CHUCTEMBI MEPCOHATBHBIX JAHHBIX WIIM HCIIOJB3YIOIIEE pe-
3ynbTaThl ee pyHknuonupoBanusi. B OV monws3zoBarenem UCIIIH sBisieTcs 060
corpynauk OV, umeromnii goctyn k MCII/IH u ee pecypcam B COOTBETCTBUU C
YCTaHOBJICHHBIM TOPSJIKOM, B COOTBETCTBUU C €r0 (PYHKIIMOHAIbHBIMU O0s3aHHO-
CTSIMH.

[Tonws3zoBatenu UCITIH B OV nenstca Ha TpU OCHOBHBIE KATETOPUH:

1) Anmunuctparop MCII[IH. Corpyanuku OV, KOTOpbIe 3aHUMAIOTCS
HAaCTPOMKOW, BHEAPEHUEM U CONPOBOKIACHHEM cucTteMbl. Anmunuctparop UCII/
o0aaeT CIeAyOIUM YPOBHEM JIOCTyHA!

- oOnajgaer mojgHOM MH(poOpManuend O CUCTEMHOM M TMPUKIAJAHOM IIpo-
rpammHoM obecnieuennu UCIIH;

- o0amaet noaHoM MHGoOpMaIel 0 TEXHUYECKUX CPEJICTBAX U KOHPUTY-
paunu UCIT/1H;

- UIMEET JOCTYN KO BCEM TEXHUYECKUM CpEJCTBaM 00paboTKu MH(pOpMa-
uuu 1 gasabiM UCIIH;

- o0amaer npaBaMu KOH(UTYPUPOBAHUS U aIMUHUCTPATUBHOW HACTPOW-
ku TexHnueckux cpeacts UCII/IH.

2) Iporpammuct-pazpadorunk MCIIJIH. Corpyaauku OY WM CTOPOHHUX
OpraHu3alMii, KOTOpbIE 3aHUMAIOTCS pa3pabOTKONM IMPOrpaMMHOrO OOeCHeueHUsl.
PazpaboTunx MUCII/IH obmagaeT ciemyonmM ypoBHEM JOCTYTIA:

- obnamaer uHdopmanuen 00 aropuT™Max U nmporpaMmmax o0pabOTKU MH-
dbopmanuu Ha UCII/IH;
- 00JaaeT BO3MOKHOCTSIMA BHECEHMSI OUIMOOK, HEIEKJIapUPOBAHHBIX

BO3MO>HOCTEM, MPOrpaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX MpOrpaMM B IMPO-

rpammHoe obecnieuenue VCIIJIH Ha cTtagmm ee pa3paOOTKH, BHEAPEHUS U

COTIPOBOK/ICHHUS;
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- MOXET pacroaraTh JOOBIMU (parMeHTaMHU UHPOPMALMU O TOIIOJIOTUU
NUCII/Ix n TexHuueckux cpeacTBax oOpadoTku u 3amuThl [1/1H, oOpabatsi-
BaeMbIiX B UCIT/IH.

3) Oneparop UCTI/In. Cotpymuuku noapazaencHuii OY, yJacTBYIOMUX B
nporecce skcruryaranmu WCIIJH. Omneparop HCIIJIH oGnamaer criemyronum
YPOBHEM JIOCTYTIA:

- o0jajaer BceMU HEOOXOIMMBIMU aTpuOyTaMu (HampuMep, MapoJieM),
00ecreunBaOIIUMHU JOCTYII K HEKOTOpOMY NOJAMHOKecTBY 11J1H;

- pacnionaraer KOH(UIECHUUAIbHBIMU JAHHBIMH, K KOTOPBIM HMEET J10-
CTYIL.

Kareropun mnosnp3oBateneidl NOJKHBI ObITh omnpeneneHsl s kaxaoun MC-
[111. JIomKHO OBITh YTOYHEHO pa3AelICHUE COTPYJHUKOB BHYTPU KaTEropuil, B
COOTBETCTBUH C THIIAMU IOJIb30BaTeNe, onpeneneHHbIMU B [lonutuke nudopma-
IIUOHHOI 0€3011aCHOCTH.

Bce BpIsIBIEHHBIE TPyNIbI MOJb30BaTENed OTpakaroTcs B Otuere mo pe-
3yJbTaTaM BHYTpEHHEW npoBepku. Ha ocHoBanum Otuera OompenesstoTcs Mpasa
noctyna K anementaM MCIIIH mis Bcex rpynn Mmojap30BaTENE U OTPaXKaroTCs B

Marpune noctyna nons3oBarenei kK 11/1H.
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5. OCHOBHbIC NPHHUOMIBI TMOCTPOCHHUS CHCTEMbI KOMILJIEKCHOM
32U Thl HH(pOpMaALUU

[Toctpoenue cucremsl obecneueHus: 6e3omnacHoctu [1/In 8 UCII[In OV u ee
GYHKIIMOHUPOBAHHUE JOJIKHBI OCYIIECTBIISTHCS B COOTBETCTBUHU CO CIIEAYIOIIMMHU
OCHOBHBIMU ITPUHIIUIIAMMU:

- 3aKOHHOCTB;

- CHCTEMHOCTb;

- KOMIUJIEKCHOCTb;

- HEIIPEPBIBHOCTb;

- CBOEBPEMEHHOCTb;

- IIPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS;

- IEPCOHANIbHASA OTBETCTBEHHOCT;

- MMHUMU3AIUS TOJTHOMOYHI;

- B3aMMO/JICICTBHE U COTPYIHUYECTBO;

- THOKOCTh CHCTEMBI 3aIlIUTHI;

- OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3AIIUTHI;

- IPOCTOTA MPUMEHEHUS CPEJICTB 3AIIUTHI;

- Hay4Hasi 000CHOBAaHHOCTh U TEXHUYECKAs Peain3yeMOCTh;

- CHenuanM3anis u npodhecCHOHAIN3M;

- 00513aTEeIbHOCTh KOHTPOJIS.

5.1. 3aKkoHHOCTH

[Ipenmonaraer OCyIIECTBICHHE 3alIUTHBIX MEPONPHUATHA H Pa3pabOTKy
C3I1n OY B cOOTBETCTBUU C JIEUCTBYIOIIMM 3aKOHOJATEIILCTBOM B 00JacTH 3a-
nmtel [[J[H U apyruX HOpPMAaTHUBHBIX aKTOB MO Oe30macHoCTH WH(OpMAIIUH,
YTBEPKJICHHBIX OpraHaMU TOCYJapCTBEHHOM BIACTH W YIPABJICHUS B Mpeenax ux
KOMIIETEHIIHH.

[Tonw3zoBatenu u odcmyxuBaroniuii nepconan [1In 8 UCIT[In OV nomxHbI
OBITH OCBEIOMJICHBI O TIOPSJIKE PAOOTHI C 3aluiaeMoil HHpopMalme u 006 OTBET-

CTBCHHOCTH 3a HAPYIICHUC 3alUTHI HI[H
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5.2. CucTreMHOCTH

Cucremnsiii moaxon k noctpoeHuto C3IIIn OV mnpenmnonaraer y4eT Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIIUX U U3MEHSIOMIMNXCS BO BPEMEHHU SJIEMEH-
TOB, YCJIOBUU M (DAKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJIsl TIOHUMAaHUS U PEIICHUS
npo6iemsr ooecnieuenwns 6e3omacaoct [1/1a 8 UCITIH OV .

[Ipn co3maHuM CHUCTEMBI 3alUTHI JIOJKHBI YYUTHIBATHCS BCE cCiiadble U
HauOoJsiee ys3BUMBIE MecTa cucTeMbl 00paboTku II/IH, a Takxke xapaktep, BO3-
MOXHBIE OOBEKTHl W HAMPABJICHUS aTaK HAa CUCTEMY CO CTOPOHBI HapylIUTeNeH
(0coOeHHO BBICOKOKBATU(UIIMPOBAHHBIX 3JI0YMBIIIICHHUKOB), ITyTH MPOHUKHOBE-
Hus B pacrpenencHubie cuctembl 1 HCJl x nHGopmaniuu. Crucrema 3aimThl T0TXK-
Ha CTPOUTHCSA C yUYETOM HE TOJBKO BCEX M3BECTHBIX KAaHAJIOB MPOHUKHOBEHUS U
HCJl x undopmaruu, HO U C YYETOM BO3MOKHOCTH TOSBJICHUS MPUHITUITHAIBHO

HOBBIX ITyTEH peanus3aluu yrpo3 0€30MacHOCTH.

5.3. KOMILIEKCHOCTH

KoMriekcHOe MCIonb30BaHUE METOAOB M CPEJCTB 3alUTHI MPEIIOIaract
COIJIaCOBaHHOE NMPHUMEHEHHUE Pa3HOPOIHBIX CPEACTB IPU ITOCTPOECHUHU LIEIOCTHOU
CUCTEMBI 3aIlUTHI, IEPEKPHIBAIOLIEH BCE CYLIECTBEHHbIE (3HAUYMMBbIE) KaHaJbl pea-
JU3alUU YyTPO3 U HE coJieprkalleil ci1adblX MECT Ha CThIKaX OTJEJIbHBIX €€ KOMIIO-
HEHTOB.

3amura A0HKHA CTPOUTHCS AUIETOHUPOBAHO. sl KaXXI0ro KaHajna yTeuku
uHbOpMallMu U JUIsl KaXAOW yrpo3bl 0€30MacHOCTH JIOJKHO CYIIECTBOBATh He-
CKOJIbKO 3allMTHBIX pyOexeil. Co3aHue 3alllUTHBIX pyOeKel OCYIECTBISIETCS C
Y4€TOM TOTO, YTOOBI JJIi UX MPEOJO0JIEHUS MOTEHUHUATBHOMY 3J0YMBIIIICHHUKY
TpeboBaMCh MpodhecCuoOHATbHBIC HABBIKA B HECKOJIBKHX HEB3aMMOCBSI3aHHBIX 00-
JacTsX.

Buemnss 3ammra gomkHa odecnieunBaTbes (PU3MUECKUMU CPeICTBaMU, Op-
raHU3alMOHHBIMU U MPAaBOBBIMU Mepamu. OHUM U3 Hanbosee YKpEIJIEHHBIX PY-
Oexell mpHu3BaHbl ObITh CPEACTBA KPUNTOIPAPUUECKON 3aIUTHI, peaIu30BaHHBIE C

ucnosibzoBanueM TexHojoruu VPN. IlpuknagHoil ypOBEHb 3alMThI, YYUTHIBAIO-
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Ml 0COOEHHOCTHU MPEAMETHOM 00JacTH, MpEACTaBIsSeT BHYTPEHHUM pyOex 3a-

[IUATHI.

5.4. HenpepbiBHOCTb 3amuThI [1/1{H

3ammuTa [IJ[H — HE pa30oBO€ MEPONPUATUE U HE IPOCTAasi COBOKYITHOCTh MPO-
BEJICHHBIX MEPONPUATHN U YCTAHOBIICHHBIX CPEJACTB 3alUTHI, & HENPEPHIBHBIN 1I€-
JICHANIPABJICHHBIN MPOILECC, MPEANOJIAraAIOIAN MPUHATHE COOTBETCTBYIOIINX MEP
Ha BceX dTamnax sku3HeHHoro nukia MCIT/IH.

NCIIIH 1om&HBI HAXOAUTHCA B 3aIlUIIEHHOM COCTOSIHUM Ha MPOTSKEHUU
BCEr0 BpeMEHU WX (YHKIIMOHUPOBaHUSA. B COOTBETCTBUM C ATUM MPUHIIUIIOM
JIOJKHBI IPUHUMATHCSI MEpHI 110 HenonyieHuto nepexona MUCII/IH B He3amumieH-
HOE COCTOSIHUE.

BonabmuHCTBY (U3MUECKUX M TEXHUYECKUX CPEJCTB 3alUTHI JJs dPdek-
TUBHOTO BBIMIOJIHEHUSI CBOUX (YHKIIMN HEOOXOIMMa IMOCTOSIHHASI TEXHUYECKAsl U
OpraHu3alMoHHas (aAMUHHUCTPATUBHASA) TMOJJIEpkKKa (CBOEBpEeMEHHAas CMEHAa U
oOecrieyeHue MPaBUIHLHOTO XPAaHEHUS U MPUMEHEHUS HMMEH, MapoJiei, KIoYen
mudpoBaHus, MNepeonpeneseHne noJHoMounid u T.m.). IlepepwiBbl B pabote
CPEIICTB 3aIIUTHhl MOTYT OBITh MCIOJIb30BAHBI 3JIOYMBINIJICHHUKAMH ISl aHAIM3a
MPUMEHSAEMBIX METOJOB U CPEICTB 3alUTHI, JIsl BHEAPEHUS CHEUHUAIBHBIX MPO-
IPAMMHBIX W anIapaTHbBIX '"3aKiaafoK" W APYruX CPEACTB NMPEOJOJEHUS CUCTEMBI

3aIlIUTHhI ITOCJIC BOCCTAHOBJICHU €C (bYHKI_II/IOHI/IPOBaHHﬂ.

5.5. CBoeBpeMeHHOCTh

[Ipenmonaraer ymnpexmaronifil xapakTep Mep oOecriedeHuss 0e30MMacHOCTH
IT1/IH, TO ecTh MOCTAHOBKY 3a/1a4 1o komiiekcHou 3amute UCIIIH n peanm3zanuto
Mep obecnieuenus Oe3omacHoctu [1J[n Ha pananx craausx pazpaborku UCIIIH B
IIEJIOM U €€ CUCTEMBI 3aIUThI HH(OOPMAITUU B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3aluThI TOJDKHA BECTUCH MApajuIeNIbHO C pa3paboTKOM
W Pa3BUTHEM CAMOW 3alllMIIAaeMON CHUCTEMBI. DTO IMMO3BOJUT y4eCTh TPEOOBAHUS
0€30MacHOCTH TP MPOCKTUPOBAHUHN APXUTEKTYPHI M, B KOHEUHOM CUYETe, CO3/1aTh
6onee a3 pexTuBHBIE (KaK MO 3aTpaTaM PeCypcoB, TaK U MO CTOMKOCTH) 3aIIHIICH-

HBIE CUCTCMBI.
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5.6. IlpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHUE

[IpennonararoT MOCTOSSHHOE COBEPILIEHCTBOBAHUE MEP M CPEACTB 3aLIUTHI
uH(OpPMAIIMU Ha OCHOBE MPEEMCTBCHHOCTH OPTAHHM3AIMOHHBIX U TEXHUYECKHUX
penieHui, kKaapoBoro cocrtana, aHanuza ¢pynkuronuposanus UCII/Ix u ee cucre-
MBI 3alIUTHI C YYETOM M3MEHEHUN B METOJIaX U CPEICTBax Iepexsara uHdopma-
IIMY, HOPMATUBHBIX TPEOOBAHMIA 110 3aIHUTE, JOCTUTHYTOI'O OTEUYECTBEHHOTO U 3a-

pPyOEXKHOTO OMBbITAa B 3TOM 00JIaCTH.

5.7. Hepconanbﬂaﬂ OTBCTCTBCHHOCTD

[Ipeanonaraer BO3JI0KEHHE OTBETCTBEHHOCTH 3a olecrieueHue 0e30macHo-
ctu [1JIH u cucteMbl UX 00pabOTKU HA KaXKJIOT0 COTPYJHUKA B Mpejenax ero moJ-
HOMOYHMH. B COOTBETCTBUM C 3TUM MPHUHIIUIIOM paclpe/iejeHUE MpaB U 00s3aHHO-
CTEH COTPYJIHUKOB CTPOUTCS TAKUM 00pa3oM, 4TOOKI B Clydae JIIOOOTO HApyIICHUS

Kpyr' BHHOBHUKOB OBLI YETKO M3BECTEH UJIU CBCICH K MUHUMYMY.

5.8. TIpuHOMI MUHUMM3ANUH MOJTHOMOYHUIA

O3HavaeT MpeaoCTaBICHUE MOJIb30BATEIsIM MUHUMAJIbHBIX MpaB JIOCTYIa B
COOTBETCTBHUH C TTPOU3BOJICTBEHHON HEOOXOIUMOCTBHIO, HA OCHOBE MPUHIIUIIA «BCE,
YTO HE pa3pelICHO, 3aPEIICHOY.

Hoctyn x IIJIH momkeH mpeaocTaBiIsThC TOJBKO B TOM cliydae U 00beMme,
€CJIM 3TO HEOOXOJIUMO COTPYAHUKY JJIS BBITIOJIHEHUS €0 JIOHKHOCTHBIX OOs3aH-

HOCTEMN.

5.9. B3aumojeiicTBHE U COTPYIHHYECTBO

[Ipennonaraer co3nanue OiaaronpusTHOM arMocdepbl B KOJUIEKTUBAX TMOJI-
paznenenuii, ooecneunBatomux dyakuuonupoanue UCIIIn OV, nis cHmwkeHUs
BEPOSITHOCTA BO3HUKHOBCHUS HETAaTUBHBIX JCHCTBUM CBA3aHHBIX C YEJIOBECUYECKUM
baxkTopoM.

B Takoit 06cTaHOBKE COTPYAHUKU JTODKHBI OCO3HAHHO COOJI0/IaTh YCTAaHOB-
JICHHBIC TIPAaBUJIa U OKa3bIBATh COJACUCTBUE B CATEIBHOCTH MOAPA3ACICHHMN 3a11-

Thl HHPOPMALIUH.
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5.10. T'noxocTs cucrembl 3amuThl I1/1H

ITpuHsTBEIE MEPBI U YCTAHOBJIEHHBIE CPEJICTBA 3allUThl, OCOOCHHO B Hayajb-
HBII TIEPUOJ UX IKCIUTyaTallid, MOTYT O0O€CreunBaTh Kak Ype3MEepHBI, TaKk U He-
JIOCTaTOYHBIM ypOBEeHb 3aliuThl. i1 o0ecrieueHnss BO3MOKHOCTH BapbUPOBAHUSA
YPOBHEM 3alIUIIEHHOCTH, CPEJCTBA 3aIlIMTHl JOJDKHBI 00JIaaTh OINPEAECICHHOU
ruOkocThio. OCOOCHHO Ba)KHBIM 3TO CBOWCTBO SABIIAETCSA B TEX CIIydasx, KOI/a
YCTaHOBKY CPEJCTB 3aIlUThl HEOOXOIUMO OCYIIECTBIISITh HAa PA0OTAOILYI0 CHCTE-

My, HE Hapylas [polecca €€ HOpMaabHOro (PyHKIIMOHUPOBAHMS.

5.11. OTKpBITOCTH AJTOPUTMOB U MEXAHNU3MOB 3aIHUTHI

CyTb npUHIUIIA OTKPBITOCTH aJTOPUTMOB U MEXaHU3MOB 3aIIUTHI COCTOUT B
TOM, YTO 3alUTa HE JI0JKHA 00€CIIeYNBATHCS TOJIBKO 34 CUET CEKPETHOCTU CTPYK-
TYpHOW OpraHM3allK ¥ aITOPUTMOB (HYHKIIMOHUPOBAHHS €€ MOJACHUCTEM. 3HAHHE
aJITOPUTMOB padOThI CUCTEMBI 3alIUTHl HE JOJKHO /1aBaTh BO3MOXHOCTHU €€ Ipe-
onosnieHus (naxe aBtopam). OIHAKO, TO HE O3HAYAET, YTO MH(OpPMALUsA O KOH-

KPETHOI CHCTEME 3alUThl JOJKHA OBITh OOIIEIOCTYITHA.

5.12. IIpocToTa NpUMEHEHHUSs CPEICTB 3aAMUTHI

MexaHu3Mbl 3alTUThI JOJKHBI OBITh UHTYUTUBHO TIOHSITHBI U MPOCTHI B HC-
nojb3oBaHuu. [I[puMeHeHre CpeICcTB 3alUThI HE JOJKHO OBITh CBSI3aHO CO 3HAHMU-
€M CIEIUaIbHBIX SI3bIKOB UM C BHITOJIHEHUEM JIEUCTBUM, TPEOYIOIIUX 3HAYUTEI b-
HBIX JOTMOJTHUTENBHBIX TPY/103aTpaT Mpu OOBIYHON paboTe 3aperucTpupOBaHHBIX
YCTAHOBJICHHBIM TOPSIKOM IOJIh30BaTENIC, a TakKe HE JOJDKHO TpeOOoBaTh OT
MOJIb30BATEIIsI BHIMOJHEHHUS! PYTUHHBIX MAJOMOHSITHBIX €My omnepanuid (BBOI He-
CKOJIBKMX MapoJjiei 1 UMEH U T.1I.).

JlomkHa JOCTUraTthCsi aBTOMAaTH3ALMS MAKCHMaJIbHOIO YHCJA JIEMCTBHI

nosb3oBateneit u agmuuuctparopos UCIIIH.

5.13. HayuyHnasi 000CHOBAHHOCTh U TeXHHYECKAs PeaIn3yeMoCTh

NudopmanmoHHble TEXHOJIOTUH, TEXHUYECKHUE W MPOrpaMMHBIE CPEICTBA,
CpelCTBa W Mepbl 3alUThl MH(POpPMAIMU JOHKHBI ObITH peain30BaHbl HA COBpE-

MCHHOM YPOBHC Pa3BUTHUA HAYKHU U TCXHHUKH, HAYIHO 00OCHOBAHBI C TOYKHU 3pCHUA
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JOCTUKEHUS 33JJaHHOTO YPOBHS 0€30MacCHOCTH MH(OPMALIUK U JAOJKHBI COOTBET-

CTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeboBaHusM 1o 6ezonacHoctu [1/1H.
C3IIIH nomkHa OBITH OPUEHTUPOBAHA HA PELICHUS, BO3MOKHBIE PUCKH IS

KOTOPBIX U MEpbl IPOTUBOJAEHCTBUSA 3TUM PUCKaM IPOLUIH BCECTOPOHHIOK TEOpE-

THYECKYIO U MTPAKTUYECKYIO IPOBEPKY.

5.14. Cnenuanuszauusi 1 npogeccHoHATU3M

[Ipeanonaraer npuBiieyeHUE K pa3pabOTKe CPEJCTB U peau3alui Mep 3a-
MIUTHl WHGOPMALIMK CIEMUATM3UPOBAHHBIX OpraHU3aluii, Hanboyee MOArOTOB-
JEHHBIX K KOHKPETHOMY BHUJY JAEATEIBHOCTH MO OOECHEUEHHI0 Oe30MacHOCTU
[1/1H, UMEIOIUX OMBIT MPAKTUYECKON PabOThl M TOCYIapCTBEHHYIO JTUIEH3UIO Ha
IpaBO OKa3aHUs YCIyr B 3TOW oOnactu. Peannszanus aAMUHUCTPATUBHBIX MEpP U
AKCIUTyaTalUsl CPEJICTB 3aIIUTHI JOJDKHA OCYIIECTBISATHCS MPOPECCUOHANBHO MOJ-

TOTOBJIEHHBIMHU crieruaauctamu OY.

5.15. O0s13aTEJILHOCTH KOHTPOJIA

[Ipeanonaraer 00s13aTENBHOCTh U CBOEBPEMEHHOCTD BBISIBIICHUS U Mpeceye-
HUSl TIONBITOK HapYILIEHUS YCTAaHOBJEHHBIX MpaBWJI oOecreueHus: 0e30MacHOCTU
[1/TH Ha OCHOBE MCHOJB3YEMBIX CUCTEM U CPEJCTB 3aIUTHl HHPOPMALIUU MIPU CO-
BEPILIEHCTBOBAaHUM KPUTEPUEB U METOAOB OLIEHKH 3(P(PEKTUBHOCTH STUX CUCTEM U
CPEICTB.

KoHTposb 3a neATenpHOCTBIO JIIOOOr0 MOJIb30BATENsA, KaXKIOIO CPENCTBA
3alIUThl U1 B OTHOIIEHUU JIFOOOTO OOBEKTa 3alIUTHl JTOJDKEH OCYLIECTBIISITHCS Ha
OCHOBE NMPUMEHEHHUS CPEJCTB ONEPATUBHOTO KOHTPOJIS U PETHCTPALMU U JOJIKEH
OXBAaThIBaTh KaK HECAHKI[MOHMPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIE JIEUCTBUS

OJIL30BaTEJIEMH.

26



6. Mepbl, MeTObI U cpeAcTBA o0ecrneuyeHHsi TPedyeMOro YpPOBHS
3alMIIEHHOCTH

Obecnieuenre TpeOyeMOro YpOBHS 3aIUIIEHHOCTH JOJIKHO JOCTUTaThCA C
UCIIOJIb30BaHUEM MEpP, METOJIOB U CpeACTB Oe3omacHocTU. Bee Mephl oOecnieuenus
oe3onacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHO/IaTCIIbHBIC (ITPABOBHIC);

- MOPaJIbHO-3TUYECKHE;

- OpraHu3alMOHHbIC (AIMUHUCTPATUBHBIC);

- u3HUECKHE;

- TEXHUYECKHE (anmnapaTHbie U MPOrpaMMHEIE).

[lepeuennr BbIOpaHHBIX Mep oOecreueHus Oe30MacHOCTH OTpPaKaeTcs B

[1nane MepornpuaTHil MO 0OECIIEUEHUIO 3aIUTHI TEPCOHATBHBIX JIAHHBIX.

6.1. 3akoHoaaTe/jibHbIE (IPABOBbIE) MePbI 3AIIUTHI

K mpaBoBBIM MepaM 3alIUThl OTHOCSITCS JICHCTBYIOIIME B CTPAHE 3aKOHBI,
yKa3bl 1 HOPMATHBHBIC aKThI, periIaMEHTHPYIOIIKE NpaBmia obpamieHus ¢ [1J]H,
3aKpeILISIONIKE MpaBa U 0053aHHOCTH YYaCTHUKOB MH()DOPMAIIMOHHBIX OTHOIIICHUH
B Mporecce ee 00pabOTKU M UCIOJIb30BAHUS, a TAKKE yCTAHABIMBAIOIINE OTBET-
CTBEHHOCTH 3a HApYIICHHS 3THX MPABWI, MPEHATCTBYS TEM CaMbIM HEIPaBOME]-
HOMY HCITOJIb30BaHMIO [T/IH W SBISIOIIKECS CICPKUBAIOIIUM (PaKTOPOM IS TI0-
TEHITUAIBHBIX HAPYIIUTEIICH.

[TpaBoBBIE MEpBI 3aLIUTHI HOCAT B OCHOBHOM YIIPEKIAIOIIHMA, TPOQUITaKTH-
YECKUI XapakTep U TPeOYIOT MOCTOSHHOM pa3bsICHUTEIBHON pabOTHI C MOJIb30Ba-

TCIISIMH U 06CJ'Iy>KI/IBaIOH_II/IM IICPCOHAIIOM CUCTCMBI.

6.2. MopajabHO-3THYECKHE MePbI 3alIUTHI

K MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI TOBEACHHS, KOTOPBIC
TPAJAMIIMOHHO CJIIOXKWINCH WK CKIIAABIBAIOTCS TI0O Mepe pacnpocTpanenus JBM B
CTpaHe WJIM OOIIECTBE. DTH HOPMBI OOJIBIIICH YaCThIO HE SBIISIFOTCS 00S3aTEIbHBI-
MU, KaK 3aKOHOJATEIbHO yTBEPXKIACHHBIE HOPMATHUBHBIC aKThI, OJTHAKO, UX HECO-

OnroieHNe BeleT OOBIYHO K MaJCHUI0 aBTOPUTETA, MPECTHkKa YEIOBEKA, TPYIIIIbI

27



JUIl WKW opraHu3anur. MopaabHO-3THYECKHE HOPMBI OBIBAIOT KaK HEMHCAHBIC
(Hanmpumep, oOIIeNpU3HAHHBIC HOPMbI YECTHOCTH, MMATPUOTU3MA U T.I1.), TaK U TTH-
caHble, TO €CTh 0)OPMIICHHBIC B HEKOTOPBIN CBOJ (YCTaB) MPaBWII WK IIPEANUCa-
HUM.

MopaibHO-3THUECKHUE MEPhI 3AIIUTHI SIBISIOTCA NPOPUIAKTUYECKUMU U
TpeOYIOT MOCTOSSHHOM PabOThI MO CO3JaHHUIO 3J0POBOI0 MOPAILHOIO KJIMMara B
KOJUICKTHBAX NOApPA3aeIeHu. MOpaabHO-3TUUYECKUE MEPHI 3aIIUThl CHUXKAIOT BeE-
POATHOCTh BO3HUKHOBEHMSI HETATUBHBIX JCUCTBUM, CBA3AHHBIX C YEJIOBEUYECKUM

(dhakTopOM.

6.3. OpraHusanuoHHble (A AMUHUCTPATHBHbIE) MePbI 3aIIUTHI

OpraHu3aiuoHHble (aAMUHUCTPATUBHBIE) MEPBI 3alUThI - 3TO MEPHI Opra-
HU3aLMOHHOTO XapakTepa, perjaMeHTHPYIOIIHUE MpoIecCchl (PYHKIIMOHUPOBAHUS
NCIIn, ucnonszoBanue pecypcoB WCII/IH, nedarenbHOCTh 0OCTYKHBAOUIETO
MEPCOHANA, a TAKXKE MOPSAOK B3auMoJercTBUs nosb3oBatenend ¢ UCII/Jn Takum
o0Opa3oM, 4TOOBbl B HAWOOJBIIEH CTENEHH 3aTPYAHUTh WM HUCKIIIOUYUTH BO3MOXK-
HOCTh pealn3aluu yrpo3 0€30MacHOCTH WM CHU3UThH pa3Mep MOTEph B CIIydae UX
peanuzanuu.

['maBHast 1enb agMUHUCTPATUBHBIX MEp, MPEINPUHUMAEMBIX HA BBICLIEM
YIPABJIEHUYECKOM ypoBHE — cdopmupoBath [lonutnky uHPOpMalMOHHON O€3-
ormacHocty [1/1H (oTpakaronryto Moaxosl K 3aluTe HHPOpMaIun) U 00ECIICYHTh
€€ BBINOJHEHUE, BbIJIETSAS HEOOXOAUMBIE PECYPCHI K KOHTPOJIUPYSI COCTOSTHUE L.

Peanuzanus [lomutuku undopmanmonnoit 6ezonacHoctu [1[ln B8 UCII/H
COCTOMT M3 MEpP aJAMUHUCTPATHBHOIO YPOBHS M OpPraHU3ALMOHHBIX (TIpoLEexyp-
HBIX) MEp 3alUThl UHPOPMAIIHH.

K agMUHUCTpaTUBHOMY YPOBHIO OTHOCSITCS PEIUEHUS PYKOBOJACTBA, 3aTpa-
ruBatomue aearenbHoctb UCIIIH B nemoM. Itu pemenns 3akpersitores B [lonu-
THUKE UH(POPMALIMOHHOI Oe30macHoCTU. [IpuMepoM TakuX peleHnii MOryT ObITh:

- IPUHATHE peuieHuss O (OPMUPOBAHMU WM TMEPECMOTPE KOMIUIEKCHOU
nporpamMmsbl obecnieuenus: 6ezonacHoctu [1JIH, onpeneneHne OTBETCTBEHHBIX 3a €€

pcain3aluro,
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- opMynHpOBaHUE 1I€J€i, MOCTAHOBKA 3aj/lay, OIpe/esieHne HalpaBIeHUM
JeATeIbHOCTH B o0jiactu 6e3omacHocTH 11/1H;

- IPUHSTHE PEIICHUN MO BOMpPOCcCaM peanu3alii NporpaMMbl 0€30MaCHOCTH,
KOTOpbIE paccMaTpuBaroTCcs Ha ypoBHe OV B 1ienom;

- o0ecrieyeHne HOPMATUBHOM (MPaBOBOI) 0a3bl BOMPOCOB OE30MMACHOCTH H
T.IL

[TonmuTuka BEpXHEro YypOBHS JOJKHA YETKO OYEPTUTH cepy BIUSHHUS U
OTpaHUYCHMs TIPU OTpeesieHuH 1eneit 6ezonacHoctu [1J[H, onpenenuTs KakuMu
pecypcaMu (MaTepHalibHbIE, IEPCOHAT) OHU OYIyT JOCTUTHYTHI U HANTH pazyM-
HBII KOMIIPOMHUCC MEXAY TPUEMIIEMBIM YPOBHEM 0€30MAaCHOCTH M (DYHKLIHOHAIb-
HocTbto MCIT/IH.

Ha opranm3anmoHHOM ypOBHE OIPEIEISIOTCA MPOLEIYyPbl U IIPABHJIA J10-
CTWKEHUS 1iesiel U pemieHus 3anad [lonmuTukyu MHPOpMaMOHHON 0e30macHOCTH
[1I1. DT npaBuiIa ONpeaesoT:

- KaKoBa 00J1acTh MPUMEHEHHUS MOAUTHKU Oe3onacHocTH [1/H;

- KaKOBBI POJIM M O0S13aHHOCTU JOJHDKHOCTHBIX JIMI, OTBEYAIOIINE 32 MPOBe-
JeHue noJuTuku 0e3onacHoctu I1/1H, a Takke UX YCTAHOBUTH OTBETCTBEHHOCTb;

- KTO UMeeT npasa aocryna K [1/1H;

- KaKUMU MEpaMH U cpeicTBaMu obecrieunBaercs 3ammra [1J]H;

- KAKUMHU MEpaMU U CpeICTBaMHU 00eCieunBaeTCsl KOHTPOJIb 32 COOJIOIEHNU-
€M BBEJCHHOI'O peKuMa 0€30MacHOCTH.

OpraHu3alMoOHHbIE MEPBI JTOJIKHBI:

- IpelycMaTpuBaTh PEriiaMeHT WH(OPMAIMOHHBIX OTHOILIECHUW, HCKIII0Ya-
IOLIMX BO3MOXXHOCTh HECAHKIIMOHMPOBAHHBIX JCHCTBUIM B OTHOUIEHHMH OOBEKTOB
3aIUTHI,

- ONPEAEIIATh KOATUIMOHHBIE U MEPAPXUUECKUE MPHUHLMIBI 1 METOMBI pa3-
rpanudeHus gocryna k I/1x;

- ONpeAeNITh NOPSAIOK pabOThl ¢ MPOrPAMMHO-MATEMAaTHUECKUMU U TEXHHU-
YECKUMH (anmapaTHbIMH) CPEICTBAMM 3AIIUTHl U KPUNTO3AUIUTBI U JPYTUX 3a-

IMUTHBIX MEXAaHN3MOB,
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- oprann3oBaTh Mephbl npotuBoaercteuss HCJl monb3oBarensmu Ha 3Tamnax
ayTeHTU(PUKAIUKA, aBTOPU3AIMHU, HUJICHTU(UKAIMN, OOCCIECUYMBAIONIUX TapAHTHH
peanu3anuy npaB U OTBETCTBEHHOCTH CYObEKTOB HH()OPMAIITMOHHBIX OTHOIICHUH.

OpraHu3aMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

- [lopsinka gormycka COTpyIHHMKOB K Hcnoib30BaHuio pecypcoB MCII[Ix OY
(PaspemmurenbHas cucrema nocryna k [1J1H);

- Unctpykumii nons3oBareneid MUCIIAn (agmunuctparopa UCIIH, agmu-
HUCTpaTopa Oe3onacHocTH, oneparopa UCII/IH);

- I/IHCprKHI/II/I ITOJIB30BATCJIA ITPHU BOSHUKHOBCHHUHN BHCINTATHBIX CHTyaHI/Iﬁ.

6.4. ®usnuyeckue Mepbl 3aIUTHI

dusnyeckre MepHI 3aIIUTHl OCHOBAHBI HA TPUMEHEHUH Pa3HOTO PoOjia MeXa-
HUYECKUX, DJIEKTPO- WU DJIEKTPOHHO-MEXaHUUECKUX YCTPONCTB U COOPYKEHUM,
CHEIUaIbHO TPEIHA3HAYCHHBIX I CO3MaHMS (DU3UICCKUX TMPETSATCTBUNA HA BO3-
MO>KHBIX MTyTSIX TMPOHUKHOBEHHS W JOCTYIIA MOTEHIINAILHBIX HAPYIIUTENEH K KOM-
MOHEHTaM CHCTEMbI U 3alluIlaeMoi HH(POPMAIINH, & TAKKE TEXHUYECKUX CPEJCTB
BHU3YaJIbHOTO HAOTIOACHUS, CBSA3H M OXPAHHOW CUTHAIA3AIUH.

duznueckas 3amuTa 31aHUi, TOMEIEHNH, 0OBEKTOB U CPEACTB MH(POpMa-
THU3AIMU JTOHKHA OCYIIECTBISITHCS MyTEM YCTAHOBIICHUS COOTBETCTBYIONIUX TIO-
CTOB OXPaHBI, C IIOMOIIBI0 TEXHUYECKUX CPEJCTB OXPaHbI WU JIFOOBIMU JAPYTUMHU
croco0amu, MPeAOTBPANIAIONIMMU WK CYIIECTBEHHO 3aTPYAHSIONIUMHU MPOHUK-
HOBEHUE B 37aHHE, TOMEIICHHS ITOCTOPOHHUX JIHI], XUIICHHE WH()OPMAITMOHHBIX
HOCHUTENICH, CaMUX CPEICTB HMH(POPMATU3AINNH, HCKIIOYAIONUMU HAXO0XKICHUE

BHYTPHU KOHTPOJIUPYEMOU (OXpaHsEMOI) 30HbI TEXHUYECKUX CPEJICTB Pa3BEIKH.

6.5. AnmapaTHo-nmporpamMMHble cpeacTBa 3amuThl I1JIH

TexHuueckue (anmapaTHO-MIPOrpaMMHBIE) MEPBI 3aIIUThl OCHOBAaHbI Ha HC-
MOJIb30BAHUMU PA3JIMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CIIELHMAIBHBIX IMPOTPaMM,
Bxoasuux B coctaB MICIIJIH 1 BBIMOJHSIONIUX (CAMOCTOSITEILHO UM B KOMILIEKCE
C IPYTrUMU CpeACTBaMU) (PYHKIIMH 3aIIUThI (MACHTU(PUKALMIO U ayTeHTU(PHUKALINIO
MOJIb30BATENICH, pa3rpaHUYeHHE IOCTyNa K pecypcaM, PEerucTpanuio COOBITHH,

Kpuntorpaduueckoe 3akpbiTue UHGOPMAIUU U T.1.).
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C yuetoM Bcex TpeOoBaHUM U MPUHIMIIOB oOecnieuenus Oe3onacHoctu [1/1n
B MCII/IH mo BceM HaIpaBlICHHSIM 3aIlUTHI B COCTAB CUCTEMBbI 3aIUTHI JTOJKHBI
OBITH BKJIFOYEHBI CIICAYIOIINE CPEICTBA:

- cpencTBa uaeHTU(UKAIMU (OTTO3HABaHU) W ayTeHTU(UKAIUU (TIOATBEP-
JKJICHUS TTOJTMHHOCTH) Ttostk3oBatenet UCII/IH;

- CPEACTBA pa3rpaHUYEHUss JOCTYIA 3apErMCTPUPOBAHHBIX IOJIB30BATEIICH
cuctemsl k pecypcam UCII/x OY;

- cpelicTBa 0OecrnedeHus U KOHTPOJIA LENOCTHOCTA MPOTPaMMHBIX U HWH-
(OpMAaLIIOHHBIX PECYPCOB;

- CpPEJICTBa OIEPATUBHOTO KOHTPOJSI U PETUCTPALUU COOBITUN Oe30macHo-
CTH;

- KpunTorpapuyeckue cpeactna 3amuTsl [1/H.

VYcnemHoe MpUMEHEHUE TEXHUYECKUX CPENICTB 3allUThl HAa OCHOBAaHUU
OPUHIMIOB (pa3fien 5) MpeArnojaraer, 4To BBIMOJHEHUE MEPEUUCICHHBIX HUXKE
TpeOOBaHU O0OECIEUECHO OPTraHU3alMOHHBIMU (aMUHUCTPATUBHBIMU) MEpaMU U
UCIIOJIb3yeMbIMH (PU3NYECKUMH CPEJICTBAMU 3AIUTHI:

- obecnieueHa uznyeckas 1eI0CTHOCTh Bcex koMmnoHeHT UCTIH;

- Kbl coTpynHuk (monb3oBatenb VCIIH) unu rpymnmna nojib3oBarenen
UMEeT YHUKAIIbHOE CUCTEMHOE UMSI 1 MUHMMAJIbHO HEOOXOJMMBIE JIJISi BBITIOJIHE-
HUSI UM CBOMX (DYHKIIMOHAJIbHBIX OOS3aHHOCTEW IMOJIHOMOYMS MO JOCTYMy K pe-
CypcaMm CUCTEMBI;

- 8 UCII[In OV pa3paboTka U OTjIajJKa MPOrpaMM OCYIIIECTBIIAETCS 3a Mpe-
nenamu UCIIJIH, Ha UCHIBITATEILHBIX CTCHIAX;

- BC€ M3MEHEHHUS KOH(MUTYpallMh TEXHUYECKUX U TPOTrPAMMHBIX CPEICTB
HUCIIIH npou3BOASTCS CTPOr0 YCTAHOBIIEHHBIM MOPSIKOM (PETUCTPUPYIOTCS U
KOHTPOJMPYIOTCS) TOJIbKO HA OCHOBAHUHU pacropsikeHuil pykoBojictea OV

- ceTeBoe 000pyAoBaHUE (KOHIIEHTPATOPHI, KOMMYTATOPHI U T.II.) pacmoia-
raeTcs B MeCTax, HEAOCTYIHBIX ISl TOCTOPOHHUX (CMEUHAIBHBIX MMOMEIICHUSX,
mkadax, u T.1L.).

- cnennanuctamMu OY OCylIeCTBIIIETCS HENIPEPBIBHOE YIPABJICHUE U aMU-
HUCTpaTUBHAs MOAJIEPKKa (QYHKIIMOHUPOBAHUS CPEICTB 3ALUTHI.
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/. Kontpousb 3¢pextuBHocT cucremsl 3amutsl UCILIn OY

Kontpons addextuBroctrn C3I1/IH 10mKeH OCYIIECTBISETCS HA TEPUOIH-
yeckoi ocHoBe. Llenbio KOHTpoIst A (HEKTUBHOCTHU SBISETCS CBOEBPEMEHHOE BBI-
ABJICHUE HEeHaJIeKaux pexuMoB padotel C3IIJIH (oTKIIOYEHUE CPENCTB 3alllU-
Thl, HapYIIEHUE PEKUMOB 3alIUTHI, HECAHKIIMOHUPOBAHHOE WM3MEHEHHE pEeXKUMAa
3aIllUTHI U T.I1.), IPOTHO3UPOBAHUE aTaK U MPEBEHTUBHOE pearupoBaHUE HA HOBBIC
yrpo3sl 6e3omacHoctu [1/1H.

KoHTposib MOXET NpOBOAMTHCS KaK aJMHHHCTpAaTOpaMu Oe30MacHOCTU
HUCTIIn (omepaTUBHBIN KOHTPOJL B Mpolecce HH(POPMAIMOHHOTO B3aMMOJICH-
ctBust B CII/IH), Tak ¥ NpUBJIEKAEMbIMH JJI 3TOU 1IEJIM KOMIIETEHTHBIMHU Opra-
HU3alUsAMH, UMEIOIINMU JIMLIEH3UIO Ha 3TOT BHUJ JAeATeNbHOCTH, a Takke OCTIOK
Poccun u ©Ch Poccun B npenenax ux KOMIETECHIINY.

KOHTposIb MOXKET OCYIIECTBISATHCS aAMUHUCTPATOPOM O€30MAaCHOCTH KaK C
MOMOIIBI0 IITATHBIX CPEACTB CUCTEMBI 3amuThl [1/IH, Tak ¥ ¢ MOMOIIBIO CHEIH-
aJIbHBIX MPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Omnenka ¢ dextuBHOCTH Mep 3ammThl [1JIH MpoBOAUTCS ¢ HUCTIOIB30BAHUEM
TEXHUUYECKUX U MPOrPAMMHBIX CPEACTB KOHTPOJISI Ha IPEAMET COOTBETCTBHUS yCTa-

HOBJICHHBIM Tp€6OBaHI/IHM.
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8. Cdepsl oTBeTCTBEeHHOCTH 32 Oe3onacHocTh I1/IH

OTBETCTBEHHBIM 3a pa3padOTKy MEp M KOHTPOJb Haj oOecredeHueMm 0e3-
OMACHOCTU TMEPCOHANILHBIX JIAHHBIX SIBJISETCS aAMUHUCTPATOP HMHGPOPMAIIMOHHON
oe3onacHoctu (nanee - AWUDB), Ha3HauaeMbli prKka3oM aupekropa OVY.

Cdepa orBercTBenHOCTH AUDB BKIIOYAaeT cieayromme HampaBieHUs obec-
neueHus 6e3onacHoctu I1/1H:

- [ImanmpoBanue u peanuzarus Mep no odecrneuenuro 6e3omacaoctu [1/1H.

- Ananu3 yrpo3 6e3omnacnoctu I[1]1H.

- Pa3paboTtky, BHEJpEeHHE, KOHTPOJIb HCIOIHEHUS U TOAJIEPKAHUE B aKTY-
QIbHOM COCTOSIHUU TOJIMTUK, PYKOBOJCTB, KOHIIEMIUH, MPOLEYp, PETJIAMEHTOB,
WHCTPYKIUHI U IPYTUX OpraHU3allMOHHBIX JOKYMEHTOB 10 o0OecreueHuto be3omnac-
HOCTH.

- Kontpons 3anumennoctu UT-undpactpykrypst OV ot yrpo3 Ub mytem.

- Obyuenue u undopmupoBanue noip3opareneir UCII[H o mopsake pado-
TbI ¢ [1JIH 1 cpeacTBamMu 3alIUTHI.

- [IpegoTBpalieHue, BbISIBJICHUE, pEarnpoOBaHUE U PACCIIEIOBAHUE HApyIIIe-
Hui 6e3omacHoctu [1J1H.

- He pexe ogHoro pasa B kBapTai (a Ipy HAIMYUKA HEOOXOAUMOCTH U Yallle)
uHdopmupoBanre pykoBojictBa OY o coctosHuu WHGOPMAIMOHHONW O€30macHo-
CTH.

[Ipyn B3anMOAENCTBUU CO CTOPOHHMMH OPTraHU3ALMSIMU B CIydasiX, Korja
COTPYIHHUKAM ITHX OpPTaHU3AIMKN MPEJOCTABISICTCS JOCTYN K OOBEKTaM 3aIluThl
(pasmen /3/), ¢ aTMMH OpraHM3aMsAMH JA0HKHO ObITH 3akitoueHo CorjaiieHue o
KoH(puneHmuanpHocTH, au60 CornamieHue o cobIt0IeHnN pekuMa 6€30macHOCTH
[111 mpu Beimosinenun pabot B MCII/IH. [ToaroToBka TUMOBBIX BapUaHTOB ITHX

COTJIALLICHU I OCYHICCTBJIACTCA COBMCCTHO C IOpI/II[I/I‘-IeCKI/IM OTACIIOM.
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9. Moaeab HapymiuTesi 6€30MaCHOCTH

[Tox HapymuTenem B OY moHUMaeTcs JIMIO, KOTOPOE B PE3YJIbTATE YMBIIII-
JICHHBIX WM HEYMBIIUICHHBIX JIEUCTBUM MOXET HAHECTH ylepd oObeKTaM 3aliu-
ThI (paznen /3/).

Hapymurenn noapasaensroTcs no npusHaky npuHaiexxnoctd k UCII/IH.
Bce Hapymurenu nenstcs Ha ABE TPYIIIIbL:

® BHEIIHWE HAPYIIHUTEIN — (PU3UUYECKUE JTULA, HE UMEIOIIME MpaBa NpeObl-

BaHMS Ha TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B MpEAEIax KOTOPOH
pa3menaercs odopynoBanne UCII/H,

® BHYTPEHHHUE HapPYLIUTENN — QU3HUECKHUE JIHIA, UMEIOLIUE MTPaBO MPeObI-

BaHMS Ha TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B MpEAEax KOTOPOH
pa3meniaercs obopynoBanue UCIIJIH.

Knaccuduxanus HapymmTenei npeactaBieHa B Mojaenu yrpo3 6e30nacHo-

cTu nepcoHanbHbIX TaHHbIX UCII/IH.
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10. MoaeJib yrpo3 6e30nacHOCTH

Hns UCIHJu OV Bbigenstorcst ClAEAYIONIME OCHOBHBIE KaTETOpPUHM YTpo3
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX:

1) Yrpo3sl OT yTEUKH MO TEXHUYCSCKHM KaHaJIaM.

2) YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAITUH:
- YTpo3bl YHUUTOKEHUS, XullleHus annapaTHbeix cpenacts MCII/H Hocu-
Teneit nabopManun myteM pusudeckoro gocryna K anementam UCIT/IH.
- Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOW MoJIu(dUKAIMK WU OJIOKH-
poBaHus UH(POpPMAIIUK 3a cueT HecaHKImoHupoBanHoro goctymna (HCJ) ¢
MPUMEHEHUEM MTPOTPAMMHO-aNNapaTHRIX U MPOTPAMMHBIX CPEJCTB (B TOM
YHCJIe MPOTPaMMHO-MAaTEeMaTHYECKUX BO3CHCTBUM).
- YIpo3bl HENPEIHAMEPEHHBIX JIEMCTBUM MOJB30BATEIIE W HAPYIICHUN
oe3onacHoctu dynknuonupoanus UCII[n u C3I1/1x B ee cocraBe u3z-3a
cO0eB B IPOrpaMMHOM OOECIIEYEHUH, a TAKKE OT YIPO3 HEAHTPOIIOT€HHO-
ro (cOoeB anmaparypbl U3-3a HEHAJEKHOCTU DJIEMEHTOB, COOEB 3JIEKTPO-
MUTaHUsA) U CTUXUHUHOTO (yAapOB MOJIHHM, MOKapOB, HABOJHEHUM U T.I1.)
XapaKTEepOB.
- YTpO3bI IPEIHAMEPEHHBIX AEMCTBUIM BHYTPEHHUX HAPYILNUTEIIEH.

- YFpO3I>I HCCAHKINMOHHUPOBAHHOT'O JOCTYIIA 11O KaHaJIaM CBA3HU.

Onucanue YI'po3, BEPOATHOCTh UX pPCaIn3allvH, OIIACHOCTb U aKTYaJIbHOCTb

npeacTaBiieHbl B Monenu yrpo3 6e3omacHocTu nepcoHanbubix qanubix MCI/H.
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11. Mexanu3m peaausanuu Konnenuun

Peanuzamnus Konnenuuu nomkHa OCyIIECTBISTHCS HA OCHOBE MEPCIIEKTHB-
HBIX MPOTPaMM U IUJIAHOB, KOTOPHIE COCTABIISIIOTCA HA OCHOBAHUU M BO MCIOJIHE-
HUE!

- eaepaTbHBIX 3aKOHOB B 00JacTH obOecrnedeHus WHPOpMAIMOHHON 0e3-
OIMACHOCTH U 3aIUThl UHPOPMAIIUK;

- noctaHoBneHui [IpaBurenscTBa Poccuiickonn denepannu;

- PYKOBOZSIINX, OPTaHU3AIMOHHO-PACTIOPAIUTEIBHBIX U METOAMYECKHUX J10-
kymeHToB @CTIK Poccuu;

- notpednocteir UCII/In B cpencrBax obecrnedeHus: 6€30macHOCTU MHMOP-

MaI[{H.
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12. O:xxunaemplii 3pPexT ot peannzanuu Konuenun

Peanuzarusa Konneniuu 6e3omacHoctu [1J1a 8 UCIIIH 1103BOIUT:

- olleHUTh cocTtosiuue Oe3ornacHoctr uHpopmaruu WCII/IH, BBIABUTH uC-
TOYHHKH BHYTPEHHHUX W BHEIIHUX YIpo3 MH(POPMAIMOHHON 0€30macHOCTH, Ompe-
JIEJIATh MPUOPUTETHBIC HAIMPABJICHUS NPEAOTBPAILLCHUS, OTPAKEHHUS U HEUTpaJIU-
3alliU 3TUX YIPo3;

- pa3paboTaTh pacnopsiAUTEIbHbIE U HOPMATUBHO-METOANYECKUE TOKYMEH-
TbI ipuMeHuTeNbHO K MCITIH;

- mpoBecTu Kiaccudukanuio u ceprudukarmo UCIH,

- MPOBECTU OPraHU3aALUOHHO-PE)KUMHBIE U TEXHUYECKHUE MEPONPHUATHUS IO
obecneuenuto 6e3onacHoctu [1/{n B UCII/IH;

- o0ecneunTh HEOOXOUMBIN YPOBEHBb O€30MTACHOCTH OOBEKTOB 3aIUTHI.

Ocy1ecTBiIeHHE ATUX MEPONPUITHIN 00ECTICUUT CO3JaHUE €IMHOM, I1eJI0CT-
HON M CKOOPAMHUPOBAHHOM cucTeMbl nHpopmaimonHoi 6e3onacHoctu UCIIIH u

CO3/1aCT YCJIOBUS ISl €€ JabHEHIIIEro COBEPIICHCTBOBAHMS.
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13. CnMcOK UCIOJIB30BAHHBIX HCTOUYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMUA U METOAUYECKUMU JTOKYMEHTaMH, Ha
KOTOpbIX Oazupyetcst HacTosmast Konmenius, siBiastoTcs:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-03 «O nepcoHanbHbIX daH-
HbIX» (nanee — @3 «O mepcoHAIBHBIX JAHHBIX»), YCTAHABIMBAIOIINN OCHOBHbBIC
NPUHIUIBL U yciioBusa oOpabotku I1/1H, mpaBa, 00A3aHHOCTH U OTBETCTBEHHOCTh
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00paboTkoit [1/1H.

2 Ilocranosnenue IlpaBurensctBa P® ot 01.11.2012 Ne 1119
"O06 yTBepKAeHUM TpeOOBaHMN K 3aIMTE MEPCOHAJIBHBIX JAaHHBIX MPU UX 00pa-
00TKe B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX" .

3 «llopsaok npoBenenus kiaccupukanud HHOOPMALIMOHHBIX CUCTEM Iep-
COHAJIBHBIX JTAHHBIX», YTBEPKACHHbIM cOBMECTHBIM [Ipnkazom @CTIK Poccun Ne
55, ®Cb Poccun Ne 86 u Munundopmcssazu PO Ne 20 ot 13.02.2008 r.

4 «IlonoxxeHue 00 0COOEHHOCTSIX 00paOOTKU MEPCOHANBHBIX JAHHBIX, OCY-
HIECTBIISIEMON 0€3 MCIOJIb30BaHUS CPEACTB aBTOMATU3AMNY, yTBepxkaeHHoe [lo-
craHoBiieHueMm IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpebGoBanus 0 3anuTe UHPOpPMAIIUU, HE COCTABISIONIEH TOCYIapCTBEH-
HYI0 TaliHy, COJEpKallelcs B TOCYyJapCTBEHHBIX MH(OPMAIIMOHHBIX CHUCTEMax),
yrBepkaennbie mpukazoM OCTIK Poccuu ot 11 despans 2013 . No 17.

6 «CocTaB u copepkaHHe OPTaHU3AIMOHHBIX U TEXHUYECKHX Mep Mo obec-
NeYeHnto 0e30MacHOCTH MEePCOHATBHBIX JIAHHBIX MPH WX 00paboTke B mHbOpMa-
[MOHHBIX CUCTEMax MEPCOHAIbHBIX JaHHBIX», YTB. pukazoM ®CTIK Poccun ot
18 deBpans 2013 r. Ne 21.

7 HopMatuBHO-MeTOAMUECKHe NOKyMeHThl (DenepanbHON CIyKOBI MO TeX-
HUYECKOMY U 3KCIIepTHOMY KOHTpoJto Poccuiickoit @enepanuu (nanee - ®CTIOK
Poccun) o obecrieueHuro 6e3omacuoctr I[1/1a mpu ux obpadorke B UCIIdH:

8 Pexomennaruu mo obecrieueHni0 0€30MacHOCTH MEPCOHAIBHBIX JTaHHBIX
npu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAaxX MEPCOHANbHBIX JTaHHBIX, YTB.

3am. gupekropa @®CTIK Poccuu 15.02.08 . (ICII)
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9 OcHOBHbIE MEPONPUATHUS 110 OPraHU3ALMH U TEXHUUYECKOMY O00ECIIEUEHUIO
0€30MMacHOCTH MEePCOHATIBHBIX JaHHBIX, 00padaThIiBaeMbIX B UHPOPMAIITMOHHBIX CH-
CTEMax MEPCOHANBHBIX JaHHBIX, YTB. 3aM. nupekropa PCTIK Poccun 15.02.08 r.
(ACII)

10 BazoBass mozenb yrpo3 0€30MacHOCTH IMEPCOHATIBHBIX JAHHBIX MPU HUX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX, YTB. 3aM. J1H-
pektopa @CTIK Poccun 15.02.08 r. (JACII)

11 Meroauka omnpenenacHusl akTyaJdbHbIX YIpo3 O€30IacHOCTH MEPCOHAIb-
HBIX JJAaHHBIX MpPU UX 00paboTKe B MH(OPMAILMOHHBIX CHCTEMaXx IMEPCOHATbHBIX
JNaHHBIX, YTB. 3aM. qupektopa @CTIOK Poccnn 15.02.08 r.

12 Meroauueckuil TOKyMeHT «Meppl 3auuThl MH(pOpMalMU B rocynap-
CTBEHHBIX MH(OpPMAMOHHBIX cucTemMax», yreepxkaeH @CTIOK Poccun 11 ¢espa-

1 2014 r.
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